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CSA CCM ) BN TF =R EAUEHINESS, S THAHNE. FNSRELEE, B

FEP=RBREREHBUNZEFIRA= EZ2MH,

AT BEEREBTETFTCSA CCMPIEZEIANIE——CSA STARERIEH, HEEEASM
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BN, FXIIMEIRS AR RFMARREHIER L BRI E RS
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WBsKIE . EIAIRSSEE. MEIRE . NASE; RItzsh, ESFGE3DIMYMITIA
BHZE. W2, ARBIEE,
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MIRFEIEH4EAIE (M&OIAIE) » SKEMIOINERIEEEN=HIER OIZHESIEEL
FEPRERSEKFE
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AHEIZREER, SH330IN TR . RS HNETLAERCAIQHEITEITE, HFIA

HYEBAEHIK S EE,

RIREIER RN TCAIQRIEIN, BEERTHRENTERUCEITRE
;J,ESIZDELEZ&E‘EHEP\JQ@‘EFE{EQH:'E’\J%‘jj o AMEERRICAIQMRA92020F R &
93.1hR

2.3 FLARBIAIERESR

EHEEEBESHERLZERRERZ2EHIBEEE, EIR1SCSA STARKRSHAIIA
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ZEEN (DeH ) | 81445 (AS) . FHI&ERSS (IMS) . GPUSN
HE=IRS2E (GACS) . FPGANNE=ARSS2E ( FACS)

=& SWEREFERSS (OBS) . =f@# (EVS) . =&fp (CBR) . EREL
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A= m

92

EIFAEZ= (VPC) | #4EREI9% (ELB) . NATRX ( NAT) .
SEMEAMIP (EIP) « =&Z (DC) « EMEBML (VPN) . =&
## (CC) . VPC&ixT = (VPCEP)

R

NIEEIRERSS (DDS) « oHhNEEEDESE (DDM ) « HIEE
2RSS (DAS) . #UEEHIIRSS (DRS) . =HURE
MySQL(MySQL) . =#E=ZEPostgreSQL ( PostgreSQL ) . =&IERE
SQL Server ( SQL Server ) . =&IEZEGaussDB ( for MySQL )

( GaussDB for MySQL ) . =##EZEGeminiDB ( GeminiDB )

i

o
&
R

=HE51Z (CCE) . =RH|/XH (Ca)

=H

PSHESE (Live) . ST=HE (VOD) . 1B{KEERS (MPC) |
¥ ( SVideo )

TR

Rz FAFRENS

PHNEFIRSRedis (DCS) « DHNEFIRS Memcached
(DCSMEM ) . 2HEERSEDMS (DMS) . 2HGEERS
Kafka ( Kafka) . 2%z0iEERFIRabbitMQ ( RabbitMQ ) . API
X (APIG) . MAEEESIEHFE ( ServiceStage )

BETHR

MNFE#4ETE (AOM ) . NFMAEEIE (APM ) . =AEIRS
(LTS) . Z—BMNERS (1AM ) . =UAIZERSS (CES) | HE
BE0ARSS (SMN) . =EHIHRSS (CTS)

1= RO

182;FMAIRSS ( Domains ) . =iEEuh ( Cloudsite ) . =RFHFIRSS
(DNS)

SR

MREFETEIRSS (OMS) . =EHEER (CDM)

BRERIER

REDEME (CDN)

BT R
VAN

KIBEE ( CodeHub) . {#B#&&E ( CodeCheck ) . FmiFtAEE
( CloudBuild ) . IREE1E ( ProjectMan ) . CloudIDE

£

W | O

A FENZSE (HSS) . BEEL2RSS (CGS) . WebRiFEBEXIE
(WAF) | imiEf3#RsS (VSS) . Anti-DDositEiE % ( Anti-
DDos ) . DDoSEBS (AAD) . HiIREZ SRS (DBSS)  HiEMN
FIRS (DEW ) . SBEHN (SA) . SSLIFPEIE (SCM) . &2
LIRS (SES) « =24 (CBH)

=19 viz:

XRiEIRSS (BCS) « 2KERBIRSS (FCS) ( IBES@IE

( VoiceCall ) . PEFARIFEIE ( PrivateNumber ) . jBE&IE(E
(MSG&SMS ) . NASHIEEMFE (ROMA ) . SD-WANZRRSS
(SD-WAN ) . =BEMNLE (CMN) . = Welink ( Welink ) «
£ (Meeting ) . ERBITEERIIRSS (DCC)

loTHPEX I
PN

=

REEN (10TDA) | 1RBAEIX (10TDP) . £EKSIMEXEE
(GSL) . loT#uEoHr (10TA) | loTii%k (loTEdge ) « ZEEAMIAR
% (loV) . EXYELMARSS (10TC) « EEEEEIARSS (RPS)
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s B=rTm

EIfbESsE | #iEIEZARSE (ImageSearch ) . AIFFAFES (ModelArts ) . %5
HiLens ( HiLens ) . EI5|28RsS (GES) . MBMIENRRSS (VIS) .
=IEERRSS (CSS) « BAESIEE (NLPF) | ESIEMR

( Language Understanding ) . iB545 ( Language
Generation ) . TEHIBAESKIE (NLPC) | HZEEHE (MT)
MapReducef3% ( MRS ) | SCHARITERSS (CS) « HUEHIRE
(DLI) . BURGFEIRSS (DWS) | Fi&Fi#EBRSS ( CloudTable ) |
HIEENIRSS (DIS) . REEuRizEFS (DAYU) « EiEATH
£ (DLV) | #ZFRS (RES) . XFiHE (OCR) . ABEHZ

( Moderation ) . IEREZ-XA ( Moderation (Text) ) . ARHEH
#%-Ef& (Moderation (Image ) ) . AEEZ-IR (VCM ) A
REIRBIARSS (FRS) . BEI&#REE (Image Tagging ) « E ARSI
(ROC) . Erem&EN=A (QABot) . {ESBINHENIEEA
(TaskBot ) . Z3RERRHE ( CBSSA) . EFMLIHIENEEA (CBSC)
SCANES#E (Real-time ASR) . =F2iR%I (ASR) . IBEEK
(TTS) . EHIEZEIREI (ASRC) . HSRARESH (VCR) « SR
fmiE (VCP) . MSIFREE (VCT) « MTEX (VEP) . RIBERHA
( TrafficGo ) . EIXEREA (CampusGo ) . HIRETEE(K
(HeatingGo ) . EfTE8EK ( ElHealth ) . TAKESREIR

( ElIndustrial ) . MIZEESREMR ( NAIE)
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3 €97 CSA CAIQ =

#3597 CSA CAIQ iFtZ:

3.1 AIS NBfEEFFEORZS
3.2 AAC EHIHRIES S

3.3 BCR B4 BB SIEEIRE

3.4 CCC THEEFHIFEEEIE

3.5 DSI| #iELZ e SER S BHEE

3.6 DCS R+ L %S
3.7 EKM IESZAEE
3.8 GRM A SX K EE
3.9 HRS AQ&ERLZSE
3.10 IAMB{p SihiElEH

3.11 IVS Bt SEtZE

3.12 IPY Ei2{EFNa]fstalsE
3.13 MOS #mh%&e

3.14 SEF 22 HHE1E, BFEMS=EGE
3.15 STA ({18, BRSO EIT

3.16 TVM Eiff. AEsstdEtE

3.1 AlS NAAERfIZOZSE

wmS | —HEHhITER [EIE=3 )9 =RIEIRL
= af
&
H
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Do you use industry
standards (i.e.
OWASP Software
Assurance Maturity
Model, ISO 27034) to
build in security for
your Systems/
Software
Development
Lifecycle (SDLC)?

FEATHETHRRIEL B2 FDevOpsiit
12, BEhLReEdnERASDLER
ADevOpsiZZH B E Bty
DevSecOpse i mAREIER
12, URBREFREIRFmmRIER
TR TR AT B,

AlS-0
1.2

Do you use an
automated source
code analysis tool to
detect security
defects in code prior
to production?

LRRSINTEHSRBAEIENN
miHTEReE, WEERENSR
SIFEEpIFERIE T HYE, By
FRE PR TIER, LU =IRSS ™
mAERE

EZFMERFEN (EhnRER
BRED) o

AlS-0
1.3

Do you use manual
source-code analysis
to detect security
defects in code prior
to production?

LREZNMERFNFAEDH, Bl
KRBT TEENEATRETFRE
A AR —ERIETT .

AlS-0
1.4

Do you verify that all
of your software
suppliers adhere to
industry standards
for Systems/Software
Development
Lifecycle (SDLC)
security?

EREXISINBIFFENR E=T 4R
E 7 PR R S ERMTE RIS
H5%E, RS, 22K, X
B%e. X, ESE&. Rt
B, MHRHEWT, 1SLHEr™E
RIS, BINEGREDITIATS, 1R
TR REI M ERRI M 4 2 £ THAE
X, FEIRE, EERP, EHE=
AR R BRSS SRR R 5 3= — BB
FAREMENGES), FERETFENSE
=HREFIEIEREE <, S
REEPEAIRINE=ZS GRS
SINFTRIZ 2[R

AlS-0
1.5

(Saas only) Do you
review your
applications for
security
vulnerabilities and
address any issues
prior to deployment
to production?

PrEENRmSRSEAHRIIEHR
SeRER AR, EfMbaYRRS
LEEA AT, BRFENA
ﬁf’%‘ﬁ&éﬁﬁ%ﬁ?&ﬂ’ﬂﬁé@@ﬂgﬁjﬁé
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AIS-0 | Are all identified X TR RETRMERS ZIFEPET
2.1 security, contractual, (LER=BEPIMY ) « (BRFABERE
and regulatory BB) . (" ESZEREEE) . (R
requirements for S Y o ( TIRSZSZFRIMY
customer access (SLA) Y &, XEHMUBEA T BRSS
contractually ERAVHN R 5 B9 1E
addressed and
remediated prior to
granting customers
access to data,
assets, and
information systems?
AIS- | Are all requirements | X LIRS ERBRS ZAMNERE
02.2 | and trust levels for (ER=APIMY ) « ( l‘gﬂ\ﬂl”—:
customers’ access BB) . (EESRERBEL) . (IR
defined and SN ) « ( TERSBFRIMY
documented? (SLA) )&, XEHNEEA T ERSS
ERAIEN R I T5RI=AE
AIS-0 | Does your data X HUETEMIEHIINSOGR S HErA,
3.1 management policies FER=HIE 7 EHUREGERRRTEM
and procedures B (ESiE(E. FAETIRRIE ) P
require audits to RN EHINRIESER, 3
verify data input and EHIREI B SR B RIGIER S
output integrity [
routines? XT?W%‘?&?EE’J BMIGIE, BEFPE
EXNEARIMEPFERRONBRRERF
%D*D%ﬁ&ﬁ*ﬁ?&ﬁ’ﬂ%ﬁ%m)\iﬁﬂj&
S AYSCH
AIS-0 | Are data input and X IR MIEHIINSOGR S HEmA,
3.2 output integrity FER=HIE 7 EHUIRE AR EM
routines (i.e. R ( B15EH . FEF0AME ) dhéEip
MD5/SHA IR R MR RE SRR, W
checksums) FERIFNFE S @IT HashiRIGHIE—
implemented for B, REANSUER DGR, F
application interfaces =S s P A= =)
and databases to [
prevent manual or ST RBHIBNEEIRIE, 2P%
systematic processing AR ATMEPERRIN AER
errors or corruption BEOMBIEEBXAIBIRRN R LR
of data? BRIHIRISCHL..
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3 €97 CSA CAIQ =

AIS-0 | Is your Data Security | X LR REREHIEZ BRI R
4.1 Architecture designed o, EBMIANE. SIREE. 5
using an industry =H. HURRE. EhiE. FHER
standard (e.g., CDSA, 2. HiERG . YIBERS S, X
MULITSAFE, CSA RMFTERAR. SLEARE, SRR
Trusted Cloud HERVIEEMHIEIRRIFEEN, FRIE
Architectural FEPXIEEIRAIBSFAN . FRERFNE
Standard, FedRAMP, HINAZZIC
CAESARS)? ESIHMEEEE (ENEREH
BEH) .
PN <~
3.2 AAC HiHREES S
| —EiETR L3 EIF=3 R P =RIERL
= 2| &%
&
F
AAC | Do you develop and | X HERTEST T —NEXH . EHIRYE
-01. | maintain an agreed TR, BEREERY. IMIZAIPIERAN
1 upon audit plan (e.g., HNEBIRAE, MERHMOIFLEIRREE
scope, objective, HERERIE UL, JMERTELAIRIZ &
frequency, BRREMHITEIT, MRIFEARE
resources,etc.) for BB TE L .
reviewing the
efficiency and
effectiveness of
implemented security
controls?
AAC | Does your audit X HLRIZWERX . NSRS
-01. | program take into BREEBMEREIERE . ERFTH
2 account effectiveness RORREEBIENISO 27001, CSA STARIA
of implementation of iE. PCl DSSIAIE. SOGREEHEXT
security operations? LRI LELEHITIFH,
AAC | Do you allow tenants | X EFTLIEEIFEPORIETE
-02. | to view your A8 E15027001, SOCTIERMZ
1 SOC2/1SO 27001 or MEMBEWEPRIRS, HAFETE
similar third-party IERRZ R E RN RER
audit or certification &R
reports?
AAC | Do you conduct X TR RBHFFEHSERREBARINED
-02. | network penetration BE—ERREMNE=FHITNEN=
2 tests of your cloud BN ESR RN AFETZENE,
service infrastructure T B2EMR A R TIRE 5%
at least annually? %o
SZi%5kRAS 01 (2020-09-30) WRINPTE © HERIRARBIRAE) 10
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AAC
-02.
3

Do you conduct
application
penetration tests of
your cloud
infrastructure
regularly as
prescribed by
industry best
practices and
guidance?

&YEPCI DSSHIRAELE, TLHA=E
FFHSANNEARINIEE—E
BEINE=F TN =EREH
EEhNE#HTEENLS, FHxdisE
MV ERBITIRHSEEL

AAC
-02.

Do you conduct
internal audits at
least annually?

HLARET T—NERRY . EHARYE
TR, S3EFER . HMXZA9AERFN
AMNERIE(E, BN EIFEERT ST
HiErElIERIE, JMNERFEhLAIRIZ B
ZRBMHTEIT, DIRIEEARE
HIIREAICHERNIE T BRI -

ERY, ER=EITTISO27001HIIA
ik, FEINESTFEEHRHITASEHELT
HNER, BEFEITE =SV
AT

AAC
-02.

Do you conduct
independent audits
at least annually?

HHRET T—NERI . EHBRYE
TR, SREFER. IRZAIPRIERFD
HNERVEAE, AERHHISEEEIRR R
HIBRERIERUE, MRS B
BREMEITEI, USIEEA=E
HI BRI N TE YL .

T nBEFELETEE RS HID
SAICPARIVREHRITHITH A IEX
E’\JSO{/'CETE%\ AR Z TR ERIEELE
BHIIE,

AAC
-02.

Are the results of the
penetration tests
available to tenants
at their request?

BREHTERHITEENL, FE
SRR SR . 2@
IREMIRHIEREEE NEBETT LA
SMERNIENASRE, EiZdREFHF
EFEFRM .

AAC
-02.

Are the results of
internal and external
audits available to
tenants at their
request?

LR PEFIREE=SEIER
EEETMSITRISAICPARIEX
N HBERISOCEHIHRE . FAFFLL
EEATEFEROERIB FEHSOCHIT
RE, THIIEREENTRERE

MA4RRAS 01 (2020-09-30)
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AAC | Do you have a X HERRIRIL T ERBINIEHFRER
-03. | program in place that IRAVBXR, LASIERAE. EMAYEX
1 includes the ability to =k, BERHHN. S€EA=RSHE

KRGER. iZ, EATHRITEERE
REPREERNL KT, Rif
XEREMBRRITFEM

monitor changes to
the regulatory
requirements in
relevant jurisdictions,
adjust your security
program for changes
to legal
requirements, and
ensure compliance
with relevant
regulatory
requirements?

3.3 BCR \I'S5iEEHERSEEIRE

?JE —H i FhiEE EIE=3 P =RIE R
= 2|8|F
&
H
BCR | Does your Bai, *£A=ELEIFIS02230115%
-01. | organization have a ELMEIRARINERNAILE, TERED
1 plan or framework B T SIESEHEERARR, FHIE
for business TASSEE MY, HPEaTEA
continuity KRE. FHKRE. EERANKESR
management or BN RS RIE S NS RAZ o
disaster recovery
management?
BCR | Do you have more HEREHIR B RIEPINEXTFE—HR
-01. | than one provider for SEFERAZFRMNEBLANIIRAS
2 each service you %, LARBE—ERIRIEHISIRSS
depend on? HOELEEM
BCR | Do you provide a LR AEFREEFES KRS
-01. | disaster recovery SDRS, BJ#EIZEFPES Kb sduE Mk
3 capability? 855, FERIlSSHhiedEl, 1ZRSS

BEITHRIPWSNA, BRERRS
AR BEEREHEITRIL
=, FrrlSS N ABRRTERIARSS 254
MERBRM B ININ E BEIFIEEE
17, MMk s3i&selt.

Jlok

MA4RRAS 01 (2020-09-30)
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BCR
-01.
4

Do you monitor
service continuity
with upstream
providers in the event
of provider failure?

R RBIREREEPIET TFE—IR
SHERSFRENE, JEEEIE
FrtfPErd , 1S3k EiiHR M ERIARSS
LR, & LLFRMERIRS T, &
RS DR R ELAthBRSS AR

BCR
-01.

Do you provide
access to operational
redundancy reports,
including the services
you rely on?

LRI EAEEPIRMRERTSRIR
&, (BERTERRHITISO 22301,
ISO 270015 AIERISMNERSE =T 5
it, WERARHEFIFTRE, &
@EW%B:’EHH?EIJECR%HL%UE’JE?&

BCR
-01.

Do you provide a
tenant-triggered
failover option?

LR RIRMHAIFER RARSSSDRSIEMH
—BARIIG, ARHRENTE
BY, B SNREIRRUGR, BRE
EHSERI ST,

BCR
-01.

Do you share your
business continuity
and redundancy
plans with your
tenants?

LR TAEEIEPIR M SIEEE MR
Ho (BREAREFIISHITIS027001
EINERIIMNERE = I S iELE
PRI TR, FERERRTSSE
SRR ITU A EB L .

BCR
-02.

Are business
continuity plans
subject to testing at
planned intervals or
upon significant
organizational or
environmental
changes to ensure
continuing
effectiveness?

L2 BRI NERFIEH A
Er-mEE (BaEMRS. EZET
O, FERO. BRRAKE ) LKA
EiH=RYES, LRSI
BU ., SEANBLARNMNERE
BT, BEXISESELERIE
R T

BCR
-03.

Does your
organization adhere
to any international
or industry standards
when it comes to
securing, monitoring,
maintaining and
testing of datacenter
utilities services and
environmental
conditions?

EARTIREEISO27001EEREE
IBARPXTIRERIFRAN 2EK,
REGEHIEIED LR ~RIEL . R
IR KBREREFLEUNRABLRE
SRRk, FEFERIIERRAGESLH
1TH.

MA4RRAS 01 (2020-09-30)

WRIERE © HERRARBIRAT 13



#5797 CSA CCM &#143588 ( CSA CAIQ v3.1)

3 97 CSA CAIQ ik

BCR
-03.
2

Has your
organization
implemented
environmental
controls, fail-over
mechanisms or other
redundancies to
secure utility services
and mitigate
environmental
conditions?

HRRLIET BN STURERES, B
REB. MSMER. SMERRIIE R, R

SISO R, TRIRENE
%, RASRA. RF. RSHN
FBARFFRNAIRE.. REIhRA
B, TERH. 228 £7&
FRIFDHTTR

BCR
-04.

Are information
system documents
(e.g., administrator
and user guides,
architecture
diagrams, etc.) made
available to
authorized personnel
to ensure
configuration,
installation and
operation of the
information system?

R KIEISO27001{E 222 BB
R, ISO27017 =it EEELZEEIEA
. ISO27701[SFAEEEBAREH
FMER TSR RFAEXNRY, 2
BRI EAAIEERAIS R .

BCR
-05.

Is physical damage
anticipated and are
countermeasures
included in the
design of physical
protections?

EMIERIFSE, EARIRLTHK
BpiR; SIFRIBERIBAREHIE 1it
HERERLUBRINEE ; XIFANE. 1K
imﬂﬁ, FES7 T LA R M A

I )

BCR
-06.

Are any of your data
centers located in
places that have a
high probability/
occurrence of high-
impact
environmental risks
(floods, tornadoes,
earthquakes,
hurricanes, etc.)?

LRZHIREP OSEREBIGIEE .

HSIBTEERR . MRS RIFAIX
ik, mEHK. REXL. HEFEEA
RERBXIE, BFREHEZTI,

FXFEERIREXIEIRE T /e
BRIRAERK,

BCR
-07.

Do you have
documented policies,
procedures and
supporting business
processes for
equipment and
datacenter
maintenance?

T EGRRORISER, EARELT
HIRPOEHEEEBAXINFIESRE
i, HPESREHNEARERE
i BITRISERIT RIS

MA4RRAS 01 (2020-09-30)
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BCR | Do you have an SHTFEURH ORISR, CAREL T
-07. | equipment and HEPOIZHEEEEXNFIESRIE
2 datacenter Xtg, HPaEiRgnafExia
maintenance routine fe. BIFTRIEIPITRISE .
or plan?
BCR | Are security R ZBHEISO27001 T RA.17.20(5
-08. | mechanisms and BB ENEE EBRITRIUERE
1 redundancies JRAMEX, BEIRE. MK, Hir
implemented to ETCRLAB R ARSS R, FHEEXTIE
protect equipment ERAVE LRI TEITLAFISO
from utility service 27001EH,
outages (e.g., power
failures, network
disruptions, etc.)?
BCR | Do you use industry K R=SEI1S022301HIEK, FH
-09. | standards and RPO. RTO. R¥MRERINE. &D
1 frameworks to BRI, IKERINESEIRREER
determine the impact FHEEIARIER, FEFGWSH
of any disruption to K IR P XIIR S HIIRE M5
your organization T REEEMEHITER.
(i.e. criticality of
services and recovery
priorities, disruption
tolerance, RPO and
RTO etc) ?
BCR | Does your R Z(ERARPO, RTO, KMERERL
-09. | organization conduct =, BMWMINER. REMINEEE
2 impact analysis TMEEREBIRANARL, FEmRL
pertaining to possible S naYE et RS AR EN
disruptions to the SR REEEMHHITER
cloud service?
BCR | Are policies and R TARIEISO2700 1 ESRGIE T
-10. | procedures SIELMEIENE LR B RSERE
1 established and Saritg, BXSEiRMEarrE
made available for BEXMRTRE, MFRALRIESY
all personnel to KRR TS, FEEFE
adequately support %,
services operations’
roles?
BCR | Do you have (EA=BFPIMY ) LUK ( BRFABER
-11. | technical capabilities A ) PEMEFEN ALIEIRE
1 to enforce tenant K&, LAZEEII LAY ARY
data retention (REBRIEAIIARE
policies? MFEFPNASHE, ZFPo/E1TE
ERBHIENREREE, LARTHE
BREEFPIESHERNSHIEH T
IEO

MA4RRAS 01 (2020-09-30)
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BCR
-11.
2

Do you have
documented policies
and procedures
demonstrating
adherence to data
retention periods as
per legal, statutory or
regulatory
compliance
requirements?

RN T EIREEFIHRIEIEN
E, MEPEREEERERIIRE
BRKEFHR, WTAREEN
ééﬁlﬁﬁ FREIRBBFERIRAYLETS

BCR
-11.

Have you
implemented backup
or recovery
mechanisms to
ensure compliance
with regulatory,
statutory, contractual
or business
requirements?

BRIAM/BARTFiEIRSZSOBSLASN , ek
= PR EIRSIEENEIEHIRE
(BEIRERESE ) WEEHEIOBS
th, TEATIAM/OBSEYEIBLIEEE
ZHFIIEOBSTEE .
EZRFR{ERE ISR E&EZHBCBR
RSB =WRIRS . =fEE. Bl
HIREERITED -

BCR
-11.

If using virtual
infrastructure, does
your cloud solution
include independent
hardware restore and
recovery capabilities?

EFRFERY A== MIERSSCESTT

RS BHNZITIRE .. = L& BHITEL
ATists, HHIMEEEIEET, =iE
BaEIgHME. 525, HTTP/SEBAIE
F. B, EFLESSEREVSH

ROMRBRINGE, HEURELRAT, A@EL
Z&ﬁ@ﬂ%iﬁzﬁ;—zgﬁg'r&gﬁu'rﬁ&ﬁ@ﬂﬁ@

o

BCR
-11.

If using virtual
infrastructure, do you
provide tenants with
a capability to
restore a virtual
machine to a
previous
configuration?

ENRNEPRBREIRSIMST
m, EF BT m =R 2R
SEHIBHTERM , ZZSEAIRIEREIAS
HIERRRT, AILMERSEDRIRGRIH
TS

BCR
-11.

Does your cloud
solution include
software/provider
independent restore
and recovery
capabilities?

LHRTHEFRBEESKRRS, 8
IERAEIRGRRERREWSS, 48
2l S5 FRERRTIE] o

BCR
-11.

Do you test your
backup or
redundancy
mechanisms at least
annually?

EhRSEPNARNEERENS
I BERIEH T o
MTFEFRATHE, SRHREL
STEREITHESMD . TTHRNE, FF
XHHHEBIE R T o

MA4RRAS 01 (2020-09-30)
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3.4 CCC THIFFHIFNE EETE

?,E — M TAha EIE=3 KR =RIE R
= 2| &|F
&
F
CCC | Are policies and X LR ={FRADevOpsLAK DevSecOps
-01. | procedures BT A, FHHlE THENSES
1 established for ESTENHE. TEEMNHTIE
management Gl
authorization for FETSE (EAZRLARSE) .
development or
acquisition of new
applications, systems,
databases,
infrastructure,
services, operations
and facilities?
CCC | Are policies and X HCRRBITRENTEEIE. RS
-02. | procedures for LTERE, FHEEHEREGAGHREE
1 change FFAEAR (BERERIRING
management, BIEE) , L& TENRSR
release, and testing BEEA=AEN. TEEEREAIN
adequately Eo
communicated to
external business
partners?
CCC | Are policies and X HCRRBITRENTEEIE., RS
-02. | procedures L&nE, HEEHEREARSGHRBEE
2 adequately enforced KAEANR (BEREBRTRIMND
to ensure external BIEE) , & TEIRSRN
business partners Bk h. TESERZAIN
comply with change Eo EHEATINEBEZINISO
management 27001, PCI DSSTAIERSOCIRE,
requirements? Eiﬂﬁ@%ﬂ%ﬂ%’ﬂ%ﬁﬁﬁﬁ?ﬁ
Ao
CCC | Do you have a X HLREREBXEIRZENZE RIRZFA
-03. | defined quality RITENFIREE . i ZEENEK, &
1 change control and ZeHROITIMZIH N ERIRIE LSS5
testing process in =. HUERE. EMERHITED
place based on r, FHEERHMEIRAER. B, AT
system availability, BE=RFSEMIIFEBIZHEEN
confidentiality, and IAREFEE,
integrity? XTFENEFREFINR LM, T2
E(EEhzeeBEE) .

MA4RRAS 01 (2020-09-30)
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CCC
-03.
2

Is documentation

describing known

issues with certain
products/services

available?

EHITEEENAHELRKIAIm
ERSBATREHHITINE, EFRTE
BREAGUTRREINASEE ,
QBTSRRI A o

CCC
-03.

Are there policies and
procedures in place
to triage and remedy
reported bugs and
security
vulnerabilities for
product and service
offerings?

R REST T EIRRREIRERA ,
R EHDRENERE . EEE
ERHENGENE, IHENOTEN
ATERERE, AEEAZEMEY
RERNEULERBHITKE

CCC
-03.

Do you have controls
in place to ensure
that standards of
quality are being met
for all software
development?

HERRRSHEIINELARE LR
191813 7 X RASERIZE IFEIL . [
RS IATESKEHETESHKG
B, HERHIRHNSIRSHFEEER
FFEEpBE T HYE, B REIRH
frizdl, LUHME=IRS MRS
FiE=r~m. =iRSBEAMRI, 9%
TRESHBIERENSEEEE, B8X
PEE LR RIBIE X R 2 DRAFFE
BT e, SFEERRET
AlphaPERRSIANIE. £, SRS
RS RINsEFIIEOZ SN,
BetaPh EX BT XTAPIFOHMY AYfuzZing
MXBIEARSSEERL, GammaBftEAY
HIEELZEELL TN,

CCC
-03.

Do you have controls
in place to detect
source code security
defects for any
outsourced software
development
activities?

ERTEFTTHABERRIREN, RIEF
BN E=FFRERIZE5INFER
LERTIISINBIFFIERR B =T384
E 7 PR R S B RMTE RIS
H5%E, RS, 22K, X
B%e. X, ES5E&. it
Bi5. BHRHEFRT, 1ISCHE™E
RIS BINEGREIDITIATS, 1R
TR REI M ERRIM S 2 2 THAE
X, FFEIEE,

CCC
-03.

Are mechanisms in
place to ensure that
all debugging and
test code elements
are removed from
released software
versions?

R =B E IR R AN L
WERIBRIERFTENRIIZ DA
iIE. SRRV SSEUE, FER
ABKACES o

MA4RARAS 01 (2020-09-30)
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CCC | Do you have controls | X LRIEREND AT ENBEREZER
-04. | in place to restrict B ERIZ 2RI I ENEHT
1 and monitor the 51T, FHXAILZERTRENLZE
installation of BAHIZRPEIRG .
unauthorized
software onto your
systems?
CCC | Do you provide X LR QEFREIZMFEEIR
-05. | tenants with M. EARENEFRERSH~Mm
1 documentation that BEAY, BRI R, FmiIE
describes your TEESKEE (FLA=EPIMY )
production change FHEN A EREF .
management
procedures and their
roles/rights/
responsibilities within
it?
CCC | Do you have policies | X FATHIE T TEESENEENEMN
-05. | and procedures TEME, SMEEIFELSIL
2 established for TRYEZ, BBEREFIRENI .
managing risks with ks, BRBESHNHITRS
respect to change WIE, MRTEZREM T
management in EafE. I, TEEKHELIEENE
production LARFRrEREERIIN, TEERSH
environments? EDAGHON =P 1 1Y Wk 5
CCC | Do you have X FLR=HIE T TEESENEENEMN
-05. | technical measures in TERE, SMTENEBIZSNR
3 place to ensure that THEZ, FEIEREFIREN.
changes in xegkfh. BERINESHAHITRD
production WIE, HRTEZERIEMT TR
environments are BiffE. i<, TEXMHIELENIE
registered, authorized AR FrERI8eRIIn, TEERRH
and in adherence A HON = 1 | W ks A Sy 7 9 2 L
with existing SLAs? BERBEAFESNENEIRS ERINN

3.5 DSI §iEZE5EE £ AHIEE

R

=

—HT

[E]ZF

=
E

&

3 fa A

=y Spa: 8|1/
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DSI-
01.1

Do you provide a
capability to identify
data and virtual
machines via policy
tags/metadata (e.q.,
tags can be used to
limit guest operating
systems from
booting/
instantiating/
transporting data in
the wrong country)?

ERRNEFRMAEERIRSS S
ECSF a2 INtRERYINRE, R
BRTIRCERIR, WMLh. REM
HEF . MREFIKFTESIS
BiR, AEFARRRZEESHX
BX, AILLARBRERMIRE, SSU=
RFRIDEMFE—EIE,

DSI-
01.2

Do you provide a
capability to identify
data and hardware
via policy tags/
metadata/hardware
tags (e.g., TXT/TPM,
VN-Tag, etc.)?

RN A= PR EMTUMIEREG
TERBRSZ AT, ARSI THal
NEIERAVRICINEE .

DSI-
02.1

Do you inventory,
document, and
maintain data flows
for data that is
resident (permanent
or temporary) within
the services'
applications and
infrastructure
network and
systems?

R TIRMIRSEIRAYRIEXAE, B
EPETIRSIIEE. BXME. RF
BHLIREB SRS HEEZRREL
YEROLLER. fEH.

DSI-
02.2

Can you ensure that
data does not
migrate beyond a
defined geographical
residency?

B RERNTHIRFERNERIIEG
BRITAKX.
ERRFZERBHIZFPIIER TN
EEAIMXZHNEFRINE, FRIEN
BT IRRE BTSRRI KT

MAERRAS 01 (2020-09-30)
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DSI- | Do you provide X TR RIRSIZMRESTHIHighway A=
03.1 | standardized (e.g. HITEURER:
ISO/”_EC) non- o RESTMZZBERIGIRZLMRE
proprietary RESTUlSZ 5147, BRI
encryption EIEERHTTPER, Bidind
algorithms (3DES, RESTFulFZXIAPI T FIsIIE
AES, etc.) to tenants R
in order for them to .
protect their data if it o nghwayLl_E'j‘fi EFAB TN
is required to move E; r%#—:%’i riﬁlg;ﬁﬁ—.kiﬁ;%ﬁjﬁjﬁ
through public F.
networks (e.g., the EiARMERE RS TS IFHERE
Internet)? MRS TLS1 2ARAHTINEE
Wi, FEESZIFEFXS509EBRIBR
KU EADIAIE
IEPEERSVERELNEIKS IR
BHFIUEBRSTM, FEPREN
—IhRX S0 B e 4 an EHAEIEMR
55, HERMISRYEESMIAILES
&éﬁﬂ%ﬁ%ﬁmo
DSI- | Do you utilize open | X APIIEBEFERTLSINZE LURIEERRY
03.2 | encryption M=, BRIAPIRXEREXTIMEEMLE
methodologies any FFHAIAPIES(ERITLS 1. 2AR A I0ZE
time your W, FHBH1EPFS(Perfect Forward
infrastructure Secrecy ) TE4FM4
components need to
communicate with
each other via public
networks (e.g.,
Internet-based
replication of data
from one
environment to
another)?
DSI- | Are policies and X | MFABHE, ERMYERSHE
04.1 | procedures AOPRESAIR IR T A R O B SRR LA
established for data E%1*§5(?EEI’J$Z$ . ZEF RS
labeling and BIERSTMSEFEIR B IRSS S
handling in order to ECS. EHFAERVPC. =IEREVSE
ensure the security of IRSHIPRAFBEIIRES, TR= LR
data and objects that FRENR—ETE,
contain data?
DSI- | Do you follow a X | MFAREIERR, ERMNRREIS
04.2 | structured data- EREFHEEEEIREIRCIR
labeling standard i, AR ERRIESXIEIE
(e.g., 1SO 15489, BHTRLIE
Oasis XML Catalog
Specification, CSA
data type guidance)?

MA4RRAS 01 (2020-09-30)
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DSI-
04.3

Are mechanisms for
label inheritance
implemented for
objects that act as
aggregate containers
for data?

MNTFABHIERR, EFRNEER
FHERIIFERRNE

DSI-
05.1

Do you have
procedures in place
to ensure production
data shall not be
replicated or used in
non-production
environments?

R TR EF RSB IS E S
B IRIRE T TR

o WIEABIEMEIAR AR =BT
R EEHIEER

o S EAFERTINESE;

o SEIRGINN=IENYIEFNIZIES
ial;

o IFENZE. BIAILZ SRS
BEiRFNEII;

o IFECHRMETEZXRSIAIT;

o TEHHITEMIEFRIAMRESE
o

DSI-
06.1

Are the
responsibilities
regarding data
stewardship defined,
assigned,
documented, and
communicated?

HRRET TR EENFIEE
X, BERENXHE 7 HIEEENSR
£, EARNARAIZ T ALAAEE]
ERNEAARS. [ITARE, BHE
HIRSIRMSHTIER)IS98, A
THEBLN.

DSI-
07.1

Do you support the
secure deletion (e.g.,
degaussing/
cryptographic
wiping) of archived
and backed-up data?

N R IHREE P ERIGERRHT
Z2MibR, LEMPRRISNEERER
INEFERIIIZER . REFEEUL
HES. MRERMWIIE N EREITIEH/
/.

DSI-
07.2

Can you provide a
published procedure
for exiting the service
arrangement,
including assurance
to sanitize all
computing resources
of tenant data once a
customer has exited
your environment or
has vacated a
resource?

TERFHEAREER, EAREM
EMBRBPENE, MREIENIEE,
BEREHR. INZHERtE. &
TEEIRMIRR . HEEUEMER . YIEH
2iRE

EZFMERFEN (EHnRER
BRHED) o
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3.6 DCS #iEh LT E

| BTG EIE=3 LR =RIE R
= 2| &|F
&
F
DCS | Do you classify your | X IRHEISO270011ME, EATRIEER
-01. | assets in terms of FoEBEEINIER TSNS
1 business criticality, 12, EREFER, 810 & 19is
service-level EFBEE . £A=EIEZISO27001IA
expectations, and IE, TABEBATLAMEEFOIREL
operational
continuity
requirements?
DCS | Do you maintain a X RHEISO270011REE, HATHIEER
-01. | complete inventory FEREINIESHTEENSE, &
2 of all of your critical RRFEBE, B1MEIIRIEERE
assets located at all &, ERA=EEIISO27001IAIE, A
sites/ or geographical UBEB A LAMGEEFOIREL,
locations and their
assigned ownership?
DCS | Are physical security | X A= EHIEF LT Z AR
-02. | perimeters (e.g., IBREHPHREE . MIEFERE, HE
1 fences, walls, GB50174 { BFEENBERITIE )
barriers, guards, AZEFITIA942 ( RO EEEE
gates, electronic IR ErRE ) PAOT3VRE, EEATE
surveillance, physical EROEREBARMSSEHE, &
authentication HIEPOEXRERIOKRET24
mechanisms, INHREZARBITEICES, RHIF
reception desks, and HIERIP ARBENUEEE . (12
security patrols) HRAEARDIXIEREFRZER
implemented for all BERVIIZRIEFI RS, mREERARLD
areas housing MR . AT EIREFORAZHEEIE
sensitive data and PR RGN, FHERYIIE
information systems? BRB. XIHESME. HAO. ERB.
EEEE. HMUBEEHT7T 24/ B3 A REEE T
WEIE, FSLOIMNEN . [EEEED .
FRLZARNEREPOENKE, Fig
BERZKERS, WIEEBGAFIEM
ZIFEHRITHITENLIRE,
DCS | Do you have a X RIS E TP AYSIEEH]
-03. | capability to use BFRUEIAMEERIEREERETIP
1 system geographic M E RN SR IERISR S .
location as an
authentication
factor?
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DCS
-03.
2

Is automated
equipment
identification used as
a method to validate
connection
authentication
integrity based on
known equipment
location?

HRHARIBISO27001 IERIFITIZS
FIRAISEE ., Lh=EET
ISO27001IAIE, IANIBEBATLANEGE
FUOFREN
EZFESIAMABRZRERIE,
BFFEN. BpFE. EIUMFASZZSHZE
=S

DCS
-04.

Is authorization
obtained prior to
relocation or transfer
of hardware,
software, or data to
an offsite premises?

AN TIRSHIEMIRIEELE I
ROERER O, BERNAREE,
ERORIELIRIE, SEFENEN
Tt R B FR e ZARERE KA TR
EEERHITEE,

DCS
-05.

Can you provide
tenants with your
asset management
policies and
procedures?

EREAEERZEFRMTEZEEN
ZRERIER, AR SIMNERAIEN
HFNIR Y B i — e R EAIIEIE
SXIBERRYESTER o

DCS
-06.

Can you provide
evidence that
policies, standards,
and procedures have
been established for
maintaining a safe
and secure working
environment in
offices, rooms,
facilities, and secure
areas?

1ISO27001 FrEE KA LIF EARAEFITE
FLURBEDMAE. FiE. RiENZ
XL TIERE, £
E18121S027001IAME, IAUEIEREILA
MEEFCIRE

DCS
-06.

Can you provide
evidence that your
personnel and
involved third parties
have been trained
regarding your
documented policies,
standards, and
procedures?

ISO2700 1 R ERALNR T RE=
BARTHRIEEZREE. £heE
1EBIZISO27001IAE, TAUEERRILAM
(EEFOIRE
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DCS
-07.
1

Are physical access
control mechanisms
(e.g. CCTV cameras,
ID cards,
checkpoints) in place
to secure, constrain
and monitor egress
and ingress points?

HLARHIEDOTREEBEARNIRE
HHE, EEEPORXRERERATIO
RERAUNTFRZARFITEICE

B, [REHIFHSERIHARBIGERE
El. NEAEHRAEARRRIXIHEE
ARAZEREHIIIZIZHRS, ™8
BERZARBNNIR, AR
KAHEIBERIEZRARLEN,

FiHYIBERRE . MHYBINE . B
O. EER. B, NIBEEHT724/00
AT AR EB NS, FHESOIMNER. 1]
BED . R ARXEIRSOER
KE, HIRETEHKERS, WIEE
BANFIEMMZRE R AHHITEI R

a8

= o

DCS
-08.

Are ingress and
egress points, such as
service areas and
other points where
unauthorized
personnel may enter
the premises,
monitored, controlled
and isolated from
data storage and
process?

HLARHIEDOTREEBARNIZSE
i, EREROERXRERNIO
RE7R4NTRLZANRBITEICE
&, [RflIFsERin A RESGEITE
El. NEEHIRAEARRRIXIEREL
ARAZEREHIIZITHRS, ™8
BERZARENNIR, AR
KAHEIBERIEZRARLEN,
FiHYIBERRE . MHHUBINE . B
. FEEE. BRE. NBEFHEHT724/)0
AT AR EB NS, FHELOIMNERM. 1]
BEHM. REARIEIREHOER
KE, FRETEEXKERS, WIEE
g)@uﬂ@ﬁﬁ%@&aﬂi&ﬁ%%ﬁ

= o

DCS
-09.

Do you restrict
physical access to
information assets
and functions by
users and support
personnel?

hmBE IRER RS, TEEZ
ARENRIR . #IEFORIEEE
%, BEMEERDPIIEIBFINER
beiaFh, BEREANHITREFERTT
x; BIERPOHITEM, FHRUE
I T SRI5REREY, ERERRTTE
CHREERATBIC. BEANERX
PrEYIESaiR S CME R AT
THRERRIER. TIEEERNMEFHF
BEHITZE, mMEAEHEITESIETR
DIBIEIER, BFRIFRRARTAR
&R

3.7 EKM 5= ETE

%

=
=

—HEF AR

ERI=AIERN
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2| &|F
&
F
EK | Do you have key X RIS REE, 51 AR
M-0 | management policies BBEME—RIIDIMRESS
1.1 | binding keys to EFR]LAERIAMAYE A EIRIRSS
identifiable owners? KMSHEiRBIRFR A E 45 4E .
EK | Do you have a X E R ERE AT EIENZERSSDEW
M-0 | capability to allow HITEREINZE. ZAEENRZENE
2.1 | creation of unique B, IFFPEE. 21, Bahitin
encryption keys per AN ZSHIEHRIP . EFAIRIBRE
tenant? BEEEEREINEAEENS .
EK | Do you have a X SRR HIRINERS DEWH T E
M-0 | capability to manage ENEITITETAR
2.2 | encryption keys on
behalf of tenants?
EK | Do you maintain key | X LR IEFREEIRNZE RS
M-0 | management DEW, HYIFZETE, ISR~
2.3 | procedures? FBIEREEZHE, EFDEW, &
POl e £ EHEE,
EK | Do you have X FERREHNEIRIIZIRSDEW, %
M-0 | documented RIS, BHEPRRCIERE
2.4 | ownership for each 2%, EFDEW, EFAITHESA
stage of the lifecycle NEe4anFHIEE, FCREBIIRT
of encryption keys? B,
EK | Do you utilize any X HNFRFEFERERE, ROERINT
M-0 | third party/open X, ELARREARR E. FAEM
2.5 | source/proprietary B (fRENZEEL. BREEE) .
frameworks to FEEEN=HSMEEPER, #E
manage encryption AEEPRIEFREEK, FlunEE
keys? FIPS140-2E X EIAIERISE =
HSM,
EK | Do you encrypt X EFRENEABHIERTINER
M-0 | tenant data at rest fit. FLATHIEIRINZIRSSDEWR A
3.1 | (on disk/storage) EPIRBESIERZEVS. WREFHE
within your OBS. HIFEFMVBSEIRSZAINNZ
environment? Fh#EIhEE
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EK
M-0
3.2

Do you leverage X
encryption to protect
data and virtual
machine images
during transport
across and between
networks and
hypervisor instances?

MTFEANTFEEFiRIIRSim. &

SinZENSEEI AL EREEH
TERAIS, ERPEERRIPE
L UNIRE

1. RIMERAML (VPN) : BFER
inPEEFIVPCZ B — &5 E1T
WL 2 INZEEHEE, Be
BHIBEROLET BRIEA=. B
B, HH=REEHSCIIRYIKE
( ZREA3THRIMY ) FOIPSecVPNLS

B RN EIRE R EERTI0
élo
2. NEETLSSIEHER: A=K

SRMHRESTHIHighway A TH1T
HUEEH .

LA EHiREm S U RHEREmE
REWNNTLS . 2ARAFH TN,
ERT 2SR T X 509 EBHI B frkiug
BMHINLE,

EK
M-0
3.3

Do you have X
documentation
establishing and
defining your
encryption
management
policies, procedures,
and guidelines?

AR TIRIPRARRE EEIER
INZERSZASIENG, 8 AR
ARPRSERESES. MRS . %
FiE T THIE o

EK
M-0
4.1

Do you have X
platform and data
appropriate
encryption that uses
open/validated
formats and standard
algorithms?

H=BSERITIZ(ERRYAES
SR EXSFEERERHTINE
R RE P E RS AR A TLS I )
WIRIEHIERZE.
%Pﬂﬁﬁﬂ%ﬁ%bﬂ@ﬂﬁ%ﬂﬁﬁ%ﬂﬁ
nE, ERmREAR B, AR
18 (fRENEEE. BEEEF) |
A HS‘EJ#E’JEHSM{?E%HF'J&% E
A EEFRISEFRERK

EK
M-0
4.2

Are your encryption X
keys maintained by
the cloud consumer
or a trusted key
management
provider?

ﬁﬂaiiﬁmgiﬂaiﬁﬁﬁ’%ﬁﬂ%
BER, EA-REERE & 7 E
MR (FRENZEx. BFEE
%) . AEEENTHSMETEFIE
B, WEAREPIOERERK.
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EK | Do you store X BT ERIRSKMS B P aEs 5 (&
M-0 | encryption keys in WEEBCHEA, FeelERT(FEREL
43 | the cloud? TEINEZSADEKHITEUREINE, AR
FHSHIRIIZE . KMSHIIRESA
RIFEHSMA, NEARSHIAEHSM
291, HRIRESHAMEE . HSMER
WHERE, FIEHSMIE RS
ATt . CMKEZIREBINZER, LA
BN REERREFET =P,
EK | Do you have separate X | BRETRREZAEENIRES
M-0 | key management fic, FXIZBRIERINIR. SR
44 | and key usage HITIER
duties?
3.8 GRM jREESX G EE
| BT EIF=3 R =RIERY
=1
= 7S
=
F
GR | Do you have X HKRRSEHHNEZEHFOCISLEEER
M-0 | documented FZFISHEHRN LI =DevSecOpsi
1.1 | information security 2. CISREELARE—ERTNERSR
baselines for every T EFMRERRNFLEK, &
component of your =R (K. BF) . wE (RR
infrastructure (e.g., FIMESEE) . AR (REBPNE
hypervisors, BITR) . EATEIRIPIIEARIR
operating systems, EILTE, EPEEEMENPSEE
routers, DNS servers, HHEEREEL,
etc.)?
GR | Do you have the X FERRERRSLKHEIIRETER
M-0 | capability to ZEERIIIE, LURIEEMZEH
1.2 | continuously monitor =y
and report the
compliance of your
infrastructure against
your information
security baselines?
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GR
M-0
2.1

Does your
organization's risk
assessments take
into account
awareness of data
residency, legal and
statutory
requirements for
retention periods and
data protection and
classification?

R EIEABISO2700 1A EESRH TS
BELZeNKEEE, EiITEEZS
XS, XSG REEEZEN
ZHmE, SEHIEFRPFIS3E. HUR
BEMEEMNE. SEREFERTE
EEMOFTE
HHEEETISO27001IAIE, FBFEIF
FaTLAMEEFIOIRER

GR
M-0
2.2

Do you conduct risk
assessments
associated with data
governance
requirements at least
once a year?

LR EIRIBISO27001FREERHITE
BLZEeNEER, SEEDIITIX
SEZENXMEITE, XEHERES
BELeNEHH, SFUEFRPIND
x| HIEBENERAUE. HERE
AHERSEEEMAIGS . EATEE
1Z1SO27001IAIE, BFRIERAILIMNE
{EOIREL

GR
M-0
3.1

Are your technical,
business, and
executive managers
responsible for
maintaining
awareness of and
compliance with
security policies,
procedures, and
standards for both
themselves and their
employees as they
pertain to the
manager and
employees' area of
responsibility?

EREMELZE(FARNEERKEELZ
—, BIIE LM FRYRIREHIRE

WM. HARSHE, FHAREIMNEL
EEENAE, RRFENT AN
BREHEE. B, BMEZEMA
RIBIATHENSD, BEESFHRE
S[TEWATHENZES . ZFRMEE
TEAREREAENTERAEMBZRZEN
HRIER, RERTNEZLZEEIR,
HEEMBLZERIED, FKEETA
BRI ELZ EBRMFIEER

GR
M-0
4.1

Do you provide
tenants with
documentation
describing your
Information Security
Management
Program (ISMP)?

HLARAEEZEOEFRETZNER
ZEEERER, EABIERE=H
IHER =N E B R ESIRIEFHT
M, FHEARETRIE1S0270018Y
FrfE. AT E@ZTISO27001IAIE,
BRIEBTLUANEEFOIREL,

GR
M-0
4.2

Do you review your
Information Security
Management
Program (ISMP) at
least once a year?

HHIFRBISO27001AREER, B
BiEE = E R R SR
ISMP#1TEHZ. EA=EBEI
ISO27001IAIE, HEFIERBRILAMNEIE
HRCOFREN
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GR
M-0
5.1

Do executive and line
management take
formal action to
support information
security through
clearly-documented
direction and
commitment, and
ensure the action has
been assigned?

KIEISO27001IER, L N=IBHT
HENEEZEBR, HEIEHEMNA
SELZ2IT, PEHITERERSTE
HFEINER. Eh=edEd
ISO27001IAIE, 1BIERAILAMNEE
FUOFREN

GR
M-0
6.1

Are your information
security policies and
procedures made
available to all
impacted personnel
and business
partners, authorized
by accountable
business role/
function and
supported by the
information security
management
program as per
industry best
practices (e.g. ISO
27001, SOC 2)?

EREEIEISO27001 K2 SOC2HIE
K, SCHEMASCRYEERSBERTIRE
F, AEATHIREIEERSRM
BS . RTORESNEEES A
AEE R ERRIER. 1SO 27001
5S0CBXIEBRIRERTLANEEF
1IHIRER

GR
M-0
6.2

Are information
security policies
authorized by the
organization's
business leadership
(or other
accountable business
role or function) and
supported by a
strategic business
plan and an
information security
management
program inclusive of
defined information
security roles and
responsibilities for
business leadership?

RIEISO27001ER, HEATMESER
MEEZREBIR. FIEBENNERT
21, PEWTEEZEIEMFRE
HER, EELZSHHFHEEZFME
H=EBNER, LHA=EET
ISO27001IAIE, 1BRIUERAILAMNEE
FUOFREN
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GR
M-0
6.3

Do you have
agreements to ensure
your providers
adhere to your
information security
and privacy policies?

ERRESINENBREE5HEER
ERBRSSKFMY, P EETTF
%Mﬁﬂ@ﬁ%ﬁﬂﬁ%ﬂ\%ﬁ%ﬂﬂﬂ’ﬂ%

GR
M-0
6.4

Can you provide
evidence of due
diligence mapping of
your controls,
architecture, and
processes to
regulations and/or
standards?

EREEEEROPRET T ERGH
NE, HEHBTSHER. REEX
MBERH, BRBPITENTEE
S5iEMERZERIREHIT TN R
FEFE N ENREMAIAEHEIRR
EO

GR
M-0
6.5

Do you disclose
which controls,
standards,
certifications, and/or
regulations you
comply with?

RRBTRIEF . tRE. AN, X
giﬁe@ﬁ?ﬁﬁ&iﬁﬂiﬁlﬂlﬂ’ﬂﬁﬁ
G

GR
M-0
7.1

Is a formal
disciplinary or
sanction policy
established for
employees who have
violated security
policies and
procedures?

ERET TTENEERERR, B
BB =AE . LARLUTHFIE
RAFERERTHITER. 1RIE
HEHRTRTLZEBRAINMER, UARE
PYRIESRIBE R FIESR, SRt
B, MRIEIEEEMRY, BIXELE
KR, BEEFEEENOEESEET
FEEEANSABAERN, FURiE
BEEE. ENSHMBRESENA
EAﬁE'—SiﬁEEEé‘%H%MﬂDEE@J&E
é IEO

GR
M-0
7.2

Are employees made
aware of what
actions could be
taken in the event of
a violation via their
policies and
procedures?

ERERIBNBREPFE R THITE
5%, AEPARERARIXY
EMTH. EMER. EUEENT
f#o

GR
M-0
8.1

Do risk assessment
results include
updates to security
policies, procedures,
standards, and
controls to ensure
they remain relevant
and effective?

R EEREREIHLAIERESER
MRERME. EF. mEMES, LA
HFENBERMESEX M.
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GR
M-0
9.1

Do you notify your
tenants when you
make material
changes to your
information security
and/or privacy
policies?

HLEMBFABRAEEARTER,
EHRBEIIEREA RS UIEE
FISERIERR A -

GR
M-0
9.2

Do you perform, at
minimum, annual
reviews to your
privacy and security
policies?

LR RBFLNEFHRMIRER
RitTEEZ, LIHEERSHESH
ESSESRV (S

GR
M-1
0.1

Are formal risk
assessments aligned
with the enterprise-
wide framework and
performed at least
annually, or at
planned intervals,
determining the
likelihood and impact
of all identified risks,
using qualitative and
quantitative
methods?

HARHE T EELZEXEITEES
%, BEENNESNA ERERE
EiRBIXERI TR EFNRING, RIERT
eI HIBT XS R EIRE, 1%
BRISO27001 EREBEHIT,

GR
M-1
0.2

Is the likelihood and
impact associated
with inherent and
residual risk
determined
independently,
considering all risk
categories?

{&I#EISO27001HIEKR, L RHIERT

SERENITETTIE, NS IHE
IRBIKEE, FRIELZERIE. 22K
A, ZEEZAITEEEINIZAT
BEMEHETHIT o

GR
M-1
1.1

Do you have a
documented,
organization-wide
program in place to
manage risk?

HERAEIRIEISO27001 EBKiET TiEMH
FEAALTENEELZENE

SIEEFRERISEXKGE, ZER

TN EEEFRREIIIER IEE

MEEH,

GR
M-1
1.2

Do you make
available
documentation of
your organization-
wide risk
management
program?

1E811PCI DSSFIISO27001 4R ER
BIEHRE, JMEBAENESXSES
zéﬂ’ﬂmriﬁ%ﬁiﬂzu&iﬁ@%}ﬁﬁﬁﬁi
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3.9 HRS AT RLZE

G | TS [E1& e =mE R
= 2 &%
&
H

HRS | Upon termination of | X EHARED T ARREBXEEN
-01. | contract or business £, ERRTBRYERIEAE®
1 relationship, are RSB ENTET . SE1ENH

employees and BRE/NISXREILRY, ZREEMY

business partners kR B iEPESIEIRBH=4m

adequately informed 55, FBRREARMERIES,

of their obligations

for returning

organizationally-

owned assets?
HRS | Do you have asset X HLRREL T ANREIR/EELLERTRY
-01. | return procedures REREEFR, KRB FRERT
2 outlining how assets AR -

should be returned

within an established

period?
HRS | Pursuant to local X HEREERTHIBRT, EARS
-02. | laws, regulations, RIER AR, A
1 ethics, and RT. AEEsEMmE=SRXEH

contractual TESREE,

constraints, are all

employment

candidates,

contractors, and

involved third parties

subject to

background

verification?
HRS | Do your employment | X RTS5AFEENERMYPEER
-03. | agreements BEN, HYPRIZBARTHEER
1 incorporate £5HE.

provisions and/or

terms in adherence

to established

information

governance and

security policies?
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HRS
-03.
2

Do you require that
employment
agreements are
signed by newly hired
or on-boarded
workforce personnel
prior to granting
workforce personnel
user access to
corporate facilities,
resources, and
assets?

EHRTAIFEANE ERRNR TR
FRIABFIKEAFIRE. RREMRE
FRURZ R, FBEEZREASELL
)}il{%g"mb‘i, HEERREBXE
il

HRS
-04.

Are documented
policies, procedures,
and guidelines in
place to govern
change in
employment and/or
termination?

EHRTRLEH T ARLEEXREE
ME, “|URTEMER. BAP. B
@9&%2*%5’922@%@&%\ FESZ

?*‘Io

HRS
-04.

Do the above
procedures and
guidelines account
for timely revocation
of access and return
of assets?

FEARER. BERIERHEILEIRIE
sNEFiR, ADRIEERIRITER IR
BHARTFRIRIE o

HRS
-05.

Are policies and
procedures
established and
measures
implemented to
strictly limit access to
your sensitive data
and tenant data from
portable and mobile
devices (e.g., laptops,
cell phones, and
personal digital
assistants (PDAs)),
which are generally
higher-risk than non-
portable devices (e.g.,
desktop computers at
the provider
organization’ s
facilities)?

H e T EERMREFIINE
ERVNBR A VRS EHEEBEMN
SEE T\ = XIS TIRSHL
i, EIRIEE R IR REUBIELARD
IEEKERIERMTER o
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HRS
-06.
1

Are requirements for
non-disclosure or
confidentiality
agreements
reflecting the
organization's needs
for the protection of
data and operational
details identified,
documented, and
reviewed at planned
intervals?

ERTTAATES R IRHREIMNAT
M OEKRAITEESTEHEM, LI
FREMNHEWSIETRIRE.

HRS
-07.

Do you provide
tenants with a role
definition document
clarifying your
administrative
responsibilities versus
those of the tenant?

LHRE (LR REEEB ) PN
BTENRRIHLERE, WEHIT
ERZ RS IR EEZE P 285 Bl
ENREEERE, IWEAILUERS
EPORIRIERTRIREY -

HRS
-08.

Do you have policies
and procedures in
place to define
allowances and
conditions for
permitting usage of
organizationally-
owned or managed
user end-point
devices and IT
infrastructure
network and systems
components?

ERTIRImRE . MEREGENS
AYE RIS BT T MIE, FiRA
T XIPRERAY ST REE o

HRS
-08.

Do you define
allowance and
conditions for BYOD
devices and its
applications to access
corporate resources?

ERRNIFRTBIAAFN LR
RN FAREFBIATMNE. 1EIRFY
fE, FHRERR TR FHTEFRT
BRI TIES o
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HRS
-09.
1

Do you provide a
formal, role-based,
security awareness
training program for
cloud-related access
and data
management issues
(e.g., multi-tenancy,
nationality, cloud
delivery model,
segregation of duties
implications, and
conflicts of interest)
for all persons with
access to tenant
data?

hRWERFITERERIREI, X3
ARZEER THATHENAINEZ S
Bhibis)ll, YHEELZEAIREKTIEA
TR, BERRUZEE)IR
B, EZEMERIEEN ( LHAER
£HERH) .

HRS
-09.

Do you specifically
train your employees
regarding their
specific role and the
information security
controls they must
fulfill?

EHRHTEMELEMARTEWITH
NS, BEEFHRITEWTH
ENZES, ZFHXMEZENREER
B2 RAMBLZETWHAIER, 18
BRIMNBRZERIR, FEEMBZR
ERER, FBEETARNSNER
ERRMFIEER,

HRS
-09.

Do you document
employee
acknowledgment of
training they have
completed?

EHhZNEEFRRTEHIATIEL
23, BHEEETNINEENEZL
SREBSTNHITICR, BFHR
SMERERIHE TEZ

HRS
-09.

Is successful and
timed completion of
the training
program(s)
considered a
prerequisite for
acquiring and
maintaining access to
sensitive systems?

TR Mg = SIEFARIPSEUK
R, R EFREFXERMAR
T, ZudfT EREIFIARRATIALE,
HEERERERRIREZNL o

HRS
-09.

Are personnel trained
and provided with

awareness programs
at least once a year?

EHRHTEMELZEMARTEWITH
NS, BEESFHRITEWITH
ENZES, ZFHMEZEZNREER
B EREMNBLZEMAIER, 12
PRIMNBRZERIR, FEENRZ
ERIER, RBEETARNSNER
EEERHIFIEER,
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HRS
-09.
6

Are administrators
and data stewards
properly educated on
their legal
responsibilities with
regard to security
and data integrity?

EhRWERFITRERIREI, X3
ARZEER THATHENAIMNEZ S
B, YHEELZEAIREKTIEA
TR, BERRUZEE)IR
B, EZEMERIEEN ( LHER
E£HERH) o

HRS
-10.

Are personnel
informed of their
responsibilities for
maintaining
awareness and
compliance with
published security
policies, procedures,
standards, and
applicable regulatory
requirements?

HHRTEMELZEMARTEWITH
NS, BYESFHRITEWITH
HENZS | FRMEEFDRIEER
B EREMBLZEMHAIER, 12
BERINEZZEEIR, AEENER
ERIER, KEETARSNER
EERMFIEER

HRS
-10.

Are personnel
informed of their
responsibilities for
maintaining a safe
and secure working
environment?

#IBSOC. PCl DSSFIISO27001 4R
ERNER, EIREYNTFRIAYER
SE5TIGEHITIE, F=HHEZ
NMEENR T EERSNEPEER
ST ESERHITEHEE,

HRS
-10.

Are personnel
informed of their
responsibilities for
ensuring that
equipment is secured
and not left
unattended?

#&#ESOC. PCl DSSFNISO270014R
HERIER, ARSI TR TAIER
ST AIEHITIE, F=77FH%
MAEX R T RS AR ARIZE
LZENTFRERTHEE.

HRS
-11.

Are all computers
and laptops
configured such that
there is lockout
screen after a pre-
defined amount of
time?

#&#ESOC. PCl DSSFNISO270014R
HERIER, ARSI TR TAIER
ST RGEHITIE, B=77FH%
TSN ENZEEI RIS
EICA R TECELARRETE X
RSB Z RER = HITHE.

HRS
-11.

Are there policies and
procedures to ensure
that unattended
workspaces do not
have openly visible
(e.g., on a desktop)
sensitive documents?

&KHYESOC. PCl DSSFOISO270015 R
ERVEK, EARETITTRTAHIER
SSTHIEHRHITNE, B=DEZ
MBS EN T ESBBRIEFRT
WREANETFH I ZEAFTR
AY (g!l[l, ESRE L ) SUBRISH
?E—Eﬁ_o
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3.10 IAM B{p5ipin)EHl

& | BTG EIE=3 He P =RIE R
= 2| &|F
&
F
IAM | Do you restrict, log, | X LI RTIRTERENS&/IVEE
-01. | and monitor access PEAR, ANEEEREEER
1 to your information @, BURMSERNA0). (EXEREH
security management ITIRIEFICR -
systems (e.g,, EAEIERIAMIBFIBIENR, FiE
hypervisors, firewalls, &= BERSCLSIER FREESR
vulnerability HRLEENRIE. EBER.
scanners, network
sniffers, APIs, etc.)?
IAM | Do you monitor and | X FEHRFEARERFATEERRFIN
-01. | log privileged access maiEfTeRE, EHIFEERRTA
2 (e.g., administrator BEBEENEINR, MFEEn
level) to information R o
security management
systems?
IAM | Do you have controls | X R TARIBISO27001 IESREL 71
-02. | in place ensuring iEHIEEEKR, EENRR/IMUER
1 timely removal of W, WRDEIREN, EHARTRTAIR
systems access that is [RSEEHTEZ, BRHilEEET
no longer required FEENBZRINRE. SRTERIK
for business SERETRS, REXERRHTSE
purposes? B5EK., RINER. BFEEE
BEREEEMRELAGN EZFEK
IAM | Do you have policies, | X ERTEIEISO27001 ESREESL T
-02. | procedures and AEHISEER, BENRRIMUER
2 technical measures in . BRSO BEN, EHAXTRTAIN
place to ensure [RSEEH TEZ, BetilEEET
appropriate data/ FEENESIINIR. SR TERIK
assets access BRETRT, RESXYENRHITE
management in B5EX. RTHER. BEEEE
adherence to legal, BEBEEEARELANGN EIZFEK
statutory or
regulatory
compliance
requirements?
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IAM
-02.
3

Do you have
procedures and
technical measures in
place for user
account entitlement
de-/provisioning
based on the rule of
least privilege?

R EKIEISO27001 IERE Tih
IEHSREER, EEMRR/IMEER
. SRS ERN, EHIXTZR AR
[RSEE TEZ, BedBEET
EEENEEHIRR . HRTENIK
BEREDTHES, RISNESIRETES
B5EK,

IAM
-02.

Do you have
procedures and
technical measures in
place for data access
segmentation in
multi-tenant system
architectures?

LRZEH T ARSEFRIEE, SR
S anFARH IR Z HIFIRLRIFSE
N7 RBEIH, BREFEAEEE
BRIEENGRE. BFTH, BRE
HIRHEENPD o

VAEURFERB, EATRIRTEAE.
MREFE . HEFESRSIIEER
HIERBFAEEGE, WREFME,
HERBELE (=ER ) AR
17, BNERK T —IEFIRA,
EHAZ SRR BB EHFRY
BEFIRR, FRESSAERIER, iR
EPHIERE

IAM
-02.

Do you enforce data
access permissions
based on the rules of
Authentication,
Authorization and
Accountability
(AAA)?

EhTmAE—URTRETIE—RIS
IDTRRFRIE TAFERSRXIDINR, =
THESXEMIESOHITIOE,
I EHAT TR AHE M B i T3
o LHRIAMBIERENZ FSCIIAAA
M, STIFRFENBHIGIE. 1Y
AR [BIZ5 41 o

IAM
-02.

Do your policies and
procedures
incorporate security
controls for
establishing higher
levels of assurance
for critical business
case considerations,
supported by
multifactor
authentication?

R RBERTRRSKSHLZEN
fariE, MRERZERO<S, EH
MK STPREE, MTFRIKST™
BRPNELE ., ITEREIIFE
ERZEBHRIHEESRD

IAM
-02.

Do you provide
metrics to track the
speed with which you
are able to remove
systems access that is
no longer required
for business
purposes?

RN mIERS N E A EEEA
ARG TIRRH TRIEMEIC R
HRPREIME . RFERIFRE, ZRS5
ROBIEE A BRI IR o
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IAM
-03.
1

Is user access to
diagnostic and
configuration ports
restricted to
authorized
individuals and
applications?

RN R TIRTFFERRR/IER
DEAR, FHEHERLZEEER
. BURMERAVNIE. (EFRIEH
fTiEfEACR . FrARYmO .. NA.
R EGERIHIIX @A A
N FRFEFRF I

IAM
-04.

Do you manage and
store the identity of
all personnel who
have access to the IT
infrastructure,
including their level
of access?

EHRIERIIAMESZRRTRTE
SasEHAREE, WERIBMER.
BARZ. IGIEIR . MKS R T
58E,

IAM
-04.

Do you manage and
store the user
identity of all
personnel who have
network access,
including their level
of access?

HERIERBNIAMESZRRYRTE
SasEHAREE, WERIBMER.
BARZ. TBIAIR . KSR TIF0E
58E,

IAM
-05.

Do you provide
tenants with
documentation on
how you maintain
segregation of duties
within your cloud
service offering?

BFOSEEARIAMF RIS
RELE, HEBSMESER
B, LARIMIZEERIAM, A58
RUERFRINEERRIR E S FH
BRi#TEE

IAM
-06.

Are controls in place
to prevent
unauthorized access
to your application,
program, or object
source code, and
assure it is restricted
to authorized
personnel only?

EREMRTIRTFRENR/IEE
DEAR, FHEERLZEEER
. BRMERRDLIE. (EFRIEH
TR R . FrARYmO .. NA.
RS AHSAIHRISNEIERAITA
FNFRFERFF I o

IAM
-06.

Are controls in place
to prevent
unauthorized access
to tenant application,
program, or object
source code, and
assure it is restricted
to authorized
personnel only?

HRHAARIEISO27001 IEREZEII TiH
AEFHISEER, BENER/IMUR
. SERDERN, EEART R TAHIN
IRSEETEZ, BeBiBEET
EEENBEINIR . BRTERIK
SRETHR, REXTESRHITS
B5gKN., RTHER. BESAE
BRESZENRELAMA EZERK .
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IAM
-07.
1

Does your
organization conduct
third-party
unauthorized access
risk assessments?

HRHARIBISO27001 IEREIBE=
BN, HEESERZNIRSK
SEHMY, MY EEREFIEFARYE
RIBRIESK, SIEEIGONRARNGE
ITHEIRS TR

IAM
-07.

Are preventive,
detective corrective
compensating
controls in place to
mitigate impacts of
unauthorized or
inappropriate access?

ERRETFRS/NRU SR T 5 E
PR, FRAETEBE, A2EFRT
HAEFREEIEINR, FXIRE
B EEITARICR

IAM
-08.

Do you document
how you grant,
approve and enforce
access restrictions to
tenant/customer
credentials following
the rules of least
privilege?

ERER TR TIFRENR/IEE
DEAR, FHEHERLZEEER
. BURMERRDNIE. (EFRIEH
fTEfEACR . FrARYmO . NA.
R AMERIEIIX @A A
FNFRFE R FF I

IAM
-08.

Based on the rules of
least privilege, do
you have policies and
procedures
established for
permissible storage
and access of
identities used for
authentication?

EHIEWRTIRTFEERNR/IER
DEAR, KFEIAMBITEDAIIGIE
S5ifal, ANEERLZEEERE.
BURERRINIE) . (EFRIEHITE
IR, FrIBRRO. NA. &%
EHFRYSIER AR AR
FRREFRFR.

IAM
-08.

Do you limit
identities' replication
only to users
explicitly defined as
business necessary?

R RTIRTFEERNR/IER
DEAR, KFEIAMBITEDAIIGIE
S5ifal, ANEERLZEEERE.
BURERRINIE) . (EFRIFHITE
EHICR. . EFIFERENE
BB ANFOR RFE T8
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IAM
-09.
1

Does your
management
provision the
authorization and
restrictions for user
access (e.g.,
employees,
contractors,
customers (tenants),
business partners,
and/or suppliers)
prior to their access
to data and any
owned or managed
(physical and virtual)
applications,
infrastructure
systems, and network
components?

R RPN RAFRMHERIRAINK
P, ERTNHRaHMEEITIFIRES
TEARE, KIENR&/IMUERIAE
Rt S, TR,

IAM
-09.

Do you provide upon
the request of users
with legitimate
interest access (e.g.,
employees,
contractors,
customers (tenants),
business partners
and/or suppliers) to
data and any owned
or managed (physical
and virtual)
applications,
infrastructure
systems and network
components?

RPN RAFRMHERIRAINK
S, ERTNREKEET(FRES
TERE, KIENREIVERNIIE
RHNUR, SEXNIREERRIE
;EEB NFRTER. EAZHE. MREMH
"\L rﬂo

IAM
-10.

Do you require a
periodical
authorization and
validation (e.g. at
least annually) of the
entitlements for all
system users and
administrators
(exclusive of users
maintained by your
tenants), based on
the rule of least
privilege, by business
leadership or other
accountable business
role or function?

515027001+ ERIEXERIFIF—
¥, EAKIERTITEEERER
HEFENR/IUR, HEEXINIREE
TEHR, FRGEEPMERERAVAE
BREm/IWIREREN , £AEESNT
ISO27001BUIEPBHITHSS, 1ITELEE
FREREK,
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IAM
-10.
2

Do you collect
evidence to
demonstrate that the
policy (see question
IAM-10.1) has been
enforced?

515027001+ ERIEXEKRIFIF—
B, FATKEBERTITEFEEHHIE
HATEERIVBIR, FHEEXINRH
THIA, FRGHAPREERAVHRE
BREER/IMIRERN . EhEEEXT
ISO27001AGUERHITHSS, 1IFELEE
FRERIEK,

IAM
-10.

Will you share user
entitlement and
remediation reports
with your tenants, if
inappropriate access
may have been
allowed to tenant
data?

515027001+ ERIHEXEKRIFIF—
B, TAKEBERTITEEEHEHIE
HATEERIVBIR, FEEXTNRH
THIA, FRGHAPREERAVHRE
BREER/IMIREREN . EhEEEXT
ISO27001AGUERBHITHESS, 1FEEERE
FRERIEK,

IAM
-10.

Is timely
deprovisioning,
revocation, or
modification of user
access to the
organizations
systems, information
assets, and data
implemented upon
any change in status
of employees,
contractors,
customers, business
partners, or involved
third parties?

EREFRIEEEEHIERNSIOETIE
£, HBIREBONRERUZELLER
ARHipiE, LARTEZETHEFIEE
RN, AEMEFEEEEZE LEE
BE. LARRBFINEBRBEEHE
Fi@d T SOC, 1S027001 AR
PCIDSSHBAIESE#Z o

IAM
-11.

Is any change in user
access status
intended to include
termination of
employment,
contract or
agreement, change
of employment or
transfer within the
organization?

RIREME=FERSRERL
&, WNEEARSEEEE, ZIRE
&), BIREZEHE SR, YAHNE
5. BRARRITENRZEHFE, &
AR R IRK S Y BIESENF
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IAM
-11.
2

Is any change in user
access status
intended to include
termination of
employment,
contract or
agreement, change
of employment or
transfer within the
organization?

RIREME=FERTERELWL
&, WIRSERERERMELEG, RER
. BREZEHFESE, MAEHAE
5. BRARHRITENZZFE, &
AR RIKSHYBIETIENE

IAM
-12.

Do you support use
of, or integration
with, existing
customer-based
Single Sign On (SSO)
solutions to your
service?

BRI ARSI ZRIEX I S0

TAIE:

o NNENHERER
(WebSSO ) : RIBESE/BEBITE
o, ERTFEERPBIN SRR
ARz,

o AMAPIEIO: AT E/NHEER
ERBTE, Fign
OpenStackClient, Shibboleth
ECPClient, & AFED
APIBRALIHEEAR.

IAM
-12.

Do you use open
standards to delegate
authentication
capabilities to your
tenants?

R ETIFETFSAML2. Ot HIE S

B, BRALMEREA=NS MR

HigInge, SEMARERTSMHIE

HEKSERERENT,

BRitE AR IR RIE I S0

TNIE:

o NLEENHERER
(WebSSO ) : RIBSeSEBHIIE
7, ERTFEBERPBIENGEEEN
BEA=.

o FABAPIEO: AATE/NERER
ERBETES, Bl
OpenStackClient.
ShibbolethECPClient, &R lEE
FRBIAPIERB AR

Ko
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IAM
-12.
3

Do you support
identity federation
standards (e.q.,
SAML, SPML, WS-
Federation, etc.) as a
means of
authenticating/
authorizing users?

EATTIFEFSAML2. OtMY AR =

BF, BERULMEREI=HNEDIE

HrThee, SLIUERESMHIRER

KEEREREN=R,

Beite =25 S0

TAILE:

o NNEENHERER
(WebSSO ) : RILSEEE BT
7, ERTFEBERAFPBIENGEEN
mEA=,

o AMBAPIEZO: AAITE/NAER
ERBTES Y, Flan
OpenStackClient.
ShibbolethECPClient, &Rl ak
BFBEAPIERA N IAE%ES

Ko

IAM
-12.

Do you have a Policy
Enforcement Point
capability (e.qg.,
XACML) to enforce
regional legal and
policy constraints on
user access?

EZ PR NAREEEREEEINNES
IR BLARSIESIIN, FEd
IAMXITR PRI TELR

IAM
-12.

Do you have an
identity management
system (enabling
classification of data
for a tenant) in place
to enable both role-
based and context-
based entitlement to
data?

EFOEZIAMM P RHITE
B, il SEFFERRERRS
H, FRIELZETREEWSHER
H;g‘.\ EREREREE. SRRRIEF
IhgE,

IAM
-12.

Do you provide
tenants with strong
(multifactor)
authentication
options (e.g., digital
certs, tokens,
biometrics, etc.) for
user access?

R TRIAMBRSS SZHERZS ERIA
IERTFERIIEFRIRELRIF

FRETEZWILINEEE, ARERE
HEa, RT7TEEMANBRIFIE
4p, REBEEERIGIFRERmAIGIE
18, ARTIRERIFE, BRI
BURERY, BEWMARIEBMAR
. Z2RENBEEIFFI. HBFE
HEIMFAIZE o
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IAM
-12.
7

Do you allow tenants
to use third-party
identity assurance
services?

EATTIFEFSAML2. OtMY AR =

BF, BERULMEREI=INEDIR

HrThee, EMARFERESHIE

HEKSBERERENE.

Beite =25 S0

TAIE:

o NNEENHERER
(WebSSO ) : RULSEEE BT
7, ERTFEERFPBENGEEEN
mEA=,

o AMBAPIEZO: AAITE/NAER
ERBTES Y, Flan
OpenStackClient,
ShibbolethECPClient, &Rl ag
BFBEAPIERA N IAE%ES

Ko

IAM
-12.

Do you support
password (e.g.,
minimum length,
age, history,
complexity) and
account lockout (e.g.,
lockout threshold,
lockout duration)
policy enforcement?

HLHRBMAMIRS SR ERIDE R
E. BXREHERE . EFPHNIAME
BROIRIEEEIREZEKR, a0
FHREIME. BEFE—F5EEE
Hj}fmﬁ’ﬂﬁ'ii)ﬁ"\%i\ FBRAESHER
EBHEEZ.

IAM
-12.

Do you allow
tenants/customers to
define password and
account lockout
policies for their
accounts?

HHRHIAMBRSS SZHHR BNKF
E. FHSFREE. NRERENER
REIEFREMORE G, WRSKIE
—ERAYiE), BiERTEERE, A6
HEF, HRPEERILUNIKSHE
REGHITIRE, ZRIEXIWSLAR K
STRIAMABREER . IAMIKFTE
RENERHRREEIREEH S
SEAPILIAENR, BEWEM, %
WAL REEREHEA.

IAM
-12.
10

Do you support the
ability to force
password changes
upon first logon?

ERERRAEFEREAZZ—SMHIA
UEARSZIAMEIEEFTFIFRY, AI@IdHp
HRE— IR E T HEA AR, #h
B EREHEH T BN EERER
B, BIMEEPREEREENTHBR
SRR s = Sk e e =1
KINERS ., A A I EIAMA
F{ERENAZERD,
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IAM | Do you have X
-12. | mechanisms in place

LIRBIAMRS STHRPZ B8
E. EREXREE., NREREHEN
11 | for unlocking REIBEREBORE S, WPRSHHiE

accounts that have —ERRYiE), BiERYalEEERE, AReE
been locked out (e.g., FEZR, HRFEERNUANKSHE
self-service via email, REHTRE, 1ZRIEXIRS AR M
defined challenge S THIAMABFEER . IAMIKFTE
questions, manual RENEIEIRZEEEREEHS
unlock)? FHEAPIREEAR, BEWER, %
AR B RESIEREHHEA.

EREHDAHEN ENAI LR ER
ERS, RRTTRRABMRE.
R W, EMTAIN EEFEHE
RORER, FXTRERIZRH TR

IAM | Are access to utility X
-13. | programs used to

1 manage virtualized
partitions (e.g.
shutdown, clone, etc)
appropriately
restricted and
monitored?

3.11 IVS EfthigESELEZ S

wmS | —BUET(GERR EIF=3 KR =RIEIR
=B |F
&
F
IVS- | Are file integrity HLREEBIPSANEHEESZ . Webhi
01.1 | (host) and network FBEAXIE . PR ESAELAR HIDSEM
intrusion detection BNBNRFEXT RSB K MK
(IDS) tools TREEE, IPSNEHHRFTLUG
implemented to help MFFFRFGBERIMBZNRIER; Web
facilitate timely Iz FBA K AE BB B T M 4518 R AR
detection, B ZE, FEEFZEIREH
investigation by root EBRUSQLIEN . CSS. CSRFEMEEIAN
cause analysis, and BYEE,; BhRSIHRERS
response to FatR K Windows Rt ARIFG K1 ;
incidents? HIDSENBNEE N RSP =IRSS
BRE, BEWFEGERINEGE,
1RHEE BN . R . X
EFANIE. HE5s4ETE. MRBHER
EINEE,
IVS- | Is physical and FERREKENRR/IMUEN S ECR T
01.2 | logical user access to BUBIEIAIRE, RTNAAEERINE
audit logs restricted AE. WFESRIHEFIEZINER
to authorized [RFFERT, HANPRRYEEHETEIE
personnel? TIRERARIE, FERHTH
*ZQ
Si%5kRAS 01 (2020-09-30) WRINPTE © HERIRARBIRAE) 47




#5797 CSA CCM &#141588 ( CSA CAIQ v3.1)

3 %97 CSA CAIQ =

IVS-
01.3

Can you provide
evidence that due
diligence mapping of
regulations and
standards to your
controls/architecture/
processes has been
performed?

ERTEEEROFRERT EIRIEH
NIE, H&HTSHEN. mEEX
HBEKEH, BRBPETFEN=ET
SiEMERZ BRI SEEMRT
TR FERENEATEMRIA
EipE DU

IVS-
01.4

Are audit logs
centrally stored and
retained?

hnEEd. TENATKEES
MRS, ZRRG—WEREYIER
&, M. Fa. VA, BEENR
ERFNERTHATHNEZLZE M
MAHRIEIMCNEZEEE.

IVS-
01.5

Are audit logs
reviewed on a
regular basis for
security events (e.g.,
with automated
tools)?

LRZBLIIRINES], ELTE
HERE RIS ESHEITHIT .

IVS-
02.1

Do you log and alert
any changes made to
virtual machine
images regardless of
their running state
(e.g., dormant, off or
running)?

R RISRERIRSFAIMEZIRE . N
RAREFEAZEHE, BERE.
RERPTEERESHITICR .

IVS-
02.2

Does the virtual
machine
management
infrastructure include
a tamper audit or
software integrity
function to detect
changes to the build/
configuration of the
virtual machine?

RN EFRMEFIRS, BF
A]{EAz= BSIRS I ETIAIECE |
AENERHITICR, ERARHEITR
S FEERIASAIERMHITHS

=o

IVS-
02.3

Are changes made to
virtual machines, or
moving of an image
and subsequent
validation of the
image's integrity,
made immediately
available to
customers through
electronic methods
(e.g., portals or
alerts)?

EFPAERENNZEIRZHSSIIRE
MAHHITRREMERLS, MUY IER
HESEIPINSEE A BT DR
Rz ERTROIATS, FURXMIXIELsk
WENHRERE T BRI ZEAINE
go SRIEEXG, SNERER
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IVS-
03.1

Do you use a X
synchronized time-
service protocol (e.g.,
NTP) to ensure all
systems have a
common time
reference?

R AERANTPA.2 8IS R F A
Ejl E—_I 'fj—l_.IJ/ o

IVS-
04.1

Do you provide X
documentation
regarding what levels
of system (e.g.,
network, storage,
memory, 1/0, etc.)
oversubscription you
maintain and under
what circumstances/
scenarios?

EHREEMNEFREHSLAINYAY
RS, BRAIEREHIRRSEFRD
ITEREVEZ (SR

IVS-
04.2

Do you restrict use of | X
the memory
oversubscription
capabilities present
in the hypervisor?

ERRET T ENRREENG

MFEANG—EIMCFEEPIIRIER
HITEENMY, BRTFEREEER
MEREE, BEZEFHNEERTK.

IVS-
04.3

Does your system's X
capacity
requirements take
into account current,
projected, and
anticipated capacity
needs for all systems
used to provide
services to the
tenants?

sy P AV E’JNJ?E&IEUL%U
TR F—EIMEFETRRIATE
HITBREMNK, BRI iﬁ%&ﬂfﬁﬁﬁﬁ
MERAE, BEZEFHNEERTK.

IVS-
044

Is system X
performance
monitored and tuned
in order to
continuously meet
regulatory,
contractual, and
business
requirements for all
the systems used to
provide services to
the tenants?

LR ERRZHBHEERR.
?éfﬁ MRELUSIEFaRIREIZE, 5

ZEmERTEEPRMERSIPTE R
GO . BRALEER.
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IVS-
05.1

Do security
vulnerability
assessment tools or
services
accommodate the
virtualization
technologies being
used (e.g.,
virtualization
aware)?

HWNNBZRENFRSHE. REE
KAWF=R, R EASERADT
R, KEEMZERENEEH
T, FE—EToN, REEERE!
J%éj%}ﬁiﬁ'ﬂlﬁlfﬁ, FIRF R A ERT
£ H' o

IVS-
06.1

For your laaS
offering, do you
provide customers
with guidance on
how to create a
layered security
architecture
equivalence using
your virtualized
solution?

HLHREEMES T (AR EH
RE) . (ELARYELZEER
), FEHEBSESHTIZSRA
BRLSERSEE, JTAZFREHS
BHENEEERRETES

IVS-
06.2

Do you regularly
update network
architecture diagrams
that include data
flows between
security domains/
zones?

HLAZEEWHNNELZEHNGRE
BIRREWENERT, ANSXKiEgZ
BRIBS KBTI E . A=
PCI DSSINIERIFERHER, iZINK
StaEIE=FVEHETEHIT.

IVS-
06.3

Do you regularly
review for
appropriateness the
allowed access/
connectivity (e.g.,
firewall rules)
between security
domains/zones
within the network?

HLAZEEIHNNELZEHNGRE
RRREWENER, AKX
BRIBS KBTI E . EEA=
PCI DSSINIERIFEFEEF, 1ZINK
StSEIE=FVaEHTEHIT.

IVS-
06.4

Are all firewall access
control lists
documented with
business justification?

PRE R KGRI R ZEICRIIHIC
FRELZEASH, XEERETER
EEEREHEATEE,
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IVS-
07.1

Are operating
systems hardened to
provide only the
necessary ports,
protocols, and
services to meet
business needs using
technical controls
(e.g., antivirus, file
integrity monitoring,
and logging) as part
of their baseline
build standard or
template?

LA IRATRSHZ 2, N

ﬁﬁ%@&l&mpx};a‘ewpmmzm, =)

e DDoSEEMBARER/L: EE
PNEEIEROIAREBELE I TR
Anti-DDoSI & KT FEE
KRBTGS

o MENEHENS=E,: IPSEEN
LSRR ENTFIERTEES, BERh
PREMYE. BAHOKE. iF
/w3 . wE/ADS. #HXk
RN EEZTHANEITH. BTN
LReE, IPSuILURMEEEEENE
INAENERE, DEEQRE
AOPRFIZRRE, HRABEMAEENX
SFRN , RFEE IR E RN A
EEFIMEEMISERSE .

o WebZ2[HiF: LEAREET
Webz A XS M X WebIZd:, 4l
Web FBEHIDDoSK ;. SQLiE
A\ BUHARZS . Buhisskie
&, HRREKE. BIpRESE.,

IVS-
08.1

For your SaaS$ or
Paas offering, do you
provide tenants with
separate
environments for
production and test
processes?

S3FSaaskiPaaSFERMIEZ A, HHE
SISHEREIFAB = VPCRS R
EENRENEESMS I ERE

IVS-
08.2

For your laaS
offering, do you
provide tenants with
guidance on how to
create suitable
production and test
environments?

LHEEHT (EHTREAK
B (ELHRBELZEEARSB) ,
HEEMRH T BESMTIAZSR
RIRRRS EARSSEE, ATRZEFREM
ZHHNRERREES,.

IVS-
08.3

Do you logically and
physically segregate
production and non-
production
environments?

EREXSTFEFRIAFEFINEE Y
EZEEHARINREFR, =4
FRREFER, EFAMBEYAE
i]?ﬂ%ﬁgﬁlzgﬁﬁiﬁﬂﬁ‘fﬁ'ﬂﬁgﬁ‘é
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IVS-
09.1

Are system and
network
environments
protected by a
firewall or virtual
firewall to ensure
business and
customer security
requirements?

R HEMEZDFREBZDoS/DDoSKI
SEERE. FMUBKIE . NMERHEER
SRR Mub N KSR, EAED
HRIE W SSTHREFNM £ £ MBS EURE
RIS ARSI X, SENYE
MiZieitl ERRE TR, =AM
FBEXINEFA RIS X BFARFH
BEIREREN

IVS-
09.2

Are system and
network
environments
protected by a
firewall or virtual
firewall to ensure
compliance with
legal, regulatory and
contractual
requirements?

R RAEMEZNFRERZEDoS/DDoSH)
SEERE. MUBKIE . NMERHER
SRR MG RKIER, AR
TR SSTHREFIM & £ XIS E R
ORID RSBV REXE, SCEYIEM
ZiEEHIFHERRE TR, M
EXNENARND KBREFFIISE
HEIRERES

IVS-
09.3

Have you
implemented the
necessary measures
for the appropriate
isolation and
segmentation of
tenants' access to
infrastructure system
and network
components, in
adherence to
established policies,
legal, statutory, and
regulatory
compliance
obligations?

SRR LS TR ETRIRME,
RigE. BEIRETSHEERY
&, ENTEHRENBETEET
FRWSEEE. FRZSRGER
FRIRIEBE S HEFRIETE.
SR, PAG4TE, BMC
EBTE. HEFETES, LURE
XF AR SHREBEREEIE
BRZSNHR, EFLIRES

& o

IVS-
09.4

Do you have the
ability to logically
segment or encrypt
customer data such
that data may be
produced for a single
tenant only, without
inadvertently
accessing another
tenant's data?

HEFEARER . WREFME. =
&, BRR5|EFRSH, LhmE
UE. 7. BIEESA . S%F
AEREZRLEESNGE, BERER
ReginiazB crIEdE.
AEFBEEFENZRET, BIGNERE
HSER) E2 e 8RR, IX
EFFREATRENAE R
(VPC) BRSSHIEZHFAEMEINE,
BT FRME . BRERERECE ST
MK, BEEREEREF
M, FEISEEMEACLIIZ 2EM
TR F R LAFDEEIU RIS IR E
HITRER.
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IVS-
09.5

Are system and
network
environments
protected by a
firewall or virtual
firewall to ensure
protection and
isolation of sensitive
data?

IR =IREIEIRE BT EIL
FAB=VPCELERY, VPCREAMLEIR
BERA, LUARHEFEE=EMNE
FECES A

P e EEB CHIENSEE
ESEE: —HmE, F8VPNSH=E
%, BVPCS5HEFRHUMIESREIRES
OEEE, SCHFEF N AFIEENER
AME = EREEEE; S—FHm|,

FAVPCHIACL, Z2HINEE, KE
BEEZESHEMN, #HEHFEH
FENMNEREEE,

IVS-
10.1

Are secured and
encrypted
communication
channels used when
migrating physical
servers, applications,
or data to virtual
servers?

=HIETR RS COMERFVPCHIZ
17, MERERFIEERNZS
. SZIFSSLAYEUREIR, 2IRDS.
SFTPZ:, TILAERSSL, COMIEZ 5
NMNEIEEENE E=, AFPLFR
ﬁEVPNﬂ]SSLB‘Z*;Eﬁ%{%EﬁEéM

B‘_‘L o

BR#ERNBOER (HRAFE
3 ) FHETECOMLAIEERE S, F
SRFIAES-256/012%

IVS-
10.2

Do you use a
network segregated
from production-
level networks when
migrating physical
servers, applications,
or data to virtual
servers?

TN A FE IR ED, &=
FPRE EERTEF SRR

=4

=Ho

MA4RRAS 01 (2020-09-30)

WRIERE © HERRARBIRAT 53



#5797 CSA CCM &#143588 ( CSA CAIQ v3.1)

3 97 CSA CAIQ k=

IVS-
11.1

Do you restrict
personnel access to
all hypervisor
management
functions or
administrative
consoles for systems
hosting virtualized
systems based on the
principle of least
privilege and
supported through
technical controls
(e.g., two-factor
authentication, audit
trails, IP address
filtering, firewalls
and TLS-
encapsulated
communications to
the administrative
consoles)?

LERTIRANEZNRIERSERE A
BIERRPITTASAONRIGEES, X3
HETHIS S EEIRFLTE
[ = o=z

LN REBERUIREINEFIMIE
&, ZAeeBTE2TENEIEFHEAR
BIRMEESICRATHRIHEEXTIE
FRESHITRS.

IVS-
121

Are policies and
procedures
established and
mechanisms
configured and
implemented to
protect the wireless
network environment
perimeter and to
restrict unauthorized
wireless traffic?

SESRIRMIRIEAR S R TLM B

=

IVS-
12.2

Are policies and
procedures
established and
mechanisms
implemented to
ensure wireless
security settings are
enabled with strong
encryption for
authentication and
transmission,
replacing vendor
default settings (e.g.,
encryption keys,
passwords, SNMP
community strings)?

SEGRIRMIRIEAR S R TLM B

=
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IVS-
12.3

Are policies and
procedures
established and
mechanisms
implemented to
protect wireless
network
environments and
detect the presence
of unauthorized
(rogue) network
devices for a timely
disconnect from the
network?

EERIRMIRIER S R LM

=,

IVS-
131

Do your network
architecture diagrams
clearly identify high-
risk environments
and data flows that
may have legal
compliance impacts?

RPN BB SRIMEEIHY
, FFERRAEMEZ ERIFRAIT L
LIRSS I TIRERFRIA o

IVS-
13.2

Do you implement
technical measures
and apply defense-
in-depth techniques
(e.g., deep packet
analysis, traffic
throttling and black-
holing) for detection
and timely response
to network-based
attacks associated
with anomalous
ingress or egress
traffic patterns (e.g.,
MAC spoofing and
ARP poisoning
attacks) and/or
distributed denial-of-
service (DDoS)
attacks?

R EAEMEZNFREBZEDoS/DDoSK
seiaE. MUBKEE. NMERHEIER
FERLAR RS R KEEE, FEARE
HRIB SSTHREFIM = = KIS EE
FOKID AN L2 XE, SCHE
MIZAEEHIFHERRE TR, =R
SEMNRIIR RIS X BRARIFF
BHERERE.

3.12 IPY BiR{(EfInTfsiatE

?.E —H M EERE He P =RIE R
=
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fil

i1y

3 T A

IPY-
01.1

Do you publish a list
of all APIs available
in the service and
indicate which are
standard and which
are customized?

HPTLIET EMAYENZAPIEER
gﬂﬂﬁﬁﬂﬁ%qﬂﬁﬁﬂ’ﬂﬁﬁﬁmlﬁ’\ﬁﬂ

IPY-
02.1

Is unstructured
customer data
available on request
in an industry-
standard format
(e.g., .doc, xls,

or .pdf)?

SEPFESHEFENRBEND
AHIERS, EARALURBERERX
AT R AR S TUETE .

IPY-
03.1

Do you provide
policies and
procedures (i.e.
service level
agreements)
governing the use of
APIs for
interoperability
between your service
and third-party
applications?

BERPNBEITARSE=FNBEFZ
[ERIEEEME

IPY-
03.2

If using virtual
infrastructure, do you
allow virtual machine
images to be
downloaded and
ported to a new
cloud provider?

EHhmmHIRIRIRS R TIER
RIEITIREGRL, SISREEEH
RS, ERHEBTTHRR
RORAET (%

IPY-
03.3

Do you provide
policies and
procedures (i.e.
service level
agreements)
governing the
migration of
application data to
and from your
service?

LR TERIRMBLIL AR RAIIMN
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IPY-
04.1

Is data import, data
export, and service
management be
conducted over
secure (e.g., non-
clear text and
authenticated),
industry accepted
standardized network
protocols?

ER(FEATLS1 2 EIEIRSHYIAE
REIREEISIENE, BIRESEANS
HATISERAES-256 5 T TN ,

IPY-
04.2

Do you provide
consumers (tenants)
with documentation
detailing the relevant
interoperability and
portability network
protocol standards
that are involved?

TR HEFRUEERETIERSH
FEamMAERAPHEONA, RS
g*ﬁ?ﬁﬁﬂﬂﬁ%EPSEJ%#E'IE*E?EE’\J%

eN 0

IPY-
05.1

Do you use an
industry-recognized
virtualization
platform and
standard
virtualization formats
(e.g., OVF) to help
ensure
interoperability?

LR FERTI T ZEREMETF
&, WKVM. Xen. DockerZs, &%
EFNZEIHAR,

IPY-
05.2

If using virtual
infrastructure, are
machine images
made available to
the customer in a
way that would allow
the customer to
replicate those
images in their own
off-site storage
location?

TRARNEFIREETEIEE. X4
fFiE . WRFHEIER FHFRE
r;gion&i?:%P?ﬁ?Eqﬂlt‘ZfEﬂﬁ'\JE
%o

IPY-
05.3

Do you have
documented custom
changes made to any
hypervisor in use,
and all solution-
specific virtualization
hooks available for
customer review?

R EEH IR AR RN L8
B S ERRME =S IR TH
it, (EXEDATHIRELEE i
T8 %o
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3.13 MOS Bmh&s

— BRI

fl

=y S 8|1/

Do you provide anti-
malware training
specific to mobile
devices as part of
your information
security awareness
training?

> | 3 A

ol nEd TIEFrRRIE TR
BN AIpEEAREWIARE, N
NEHAE., #. 181z, ANEE
%, FALEYT T IMNAIMETIE .
(BLEERATATFFANIOSHZ ERFHY
Fil. FIRFBMRENSEFRER,
AEREFABEIENLE.

MO
S-0
2.1

Do you document
and make available
lists of approved
application stores for
mobile devices
accessing or storing
company data and/or
company systems?

EMOS-02.1\a)88[EE

MO
S-0
3.1

Do you have a policy
enforcement
capability (e.g.,
XACML) to ensure
that only approved
applications and
those from approved
application stores
can be loaded onto a
mobile device?

[EIMOS-02.1[a)k[E]E

MO
S-0
4.1

Does your BYOD
policy and training
clearly state which
applications and
applications stores
are approved for use
on BYOD devices?

EMOS-02.1|a)88[E|E
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MO
S-0
5.1

Do you have a
documented mobile
device policy in your
employee training
that clearly defines
mobile devices and
the accepted usage
and requirements for
mobile devices?

[EIMOS-02.1[a)[e]E

MO
S-0
6.1

Do you have a
documented list of
pre-approved cloud
based services that
are allowed to be
used for use and
storage of company
business data via a
mobile device?

EIMOS-02.1\158x[E1E

MO
S-0
7.1

Do you have a
documented
application validation
process for testing
device, operating
system, and
application
compatibility issues?

EIMOS-02.1\138k[E)1E

MO
S-0
8.1

Do you have a BYOD
policy that defines
the device(s) and
eligibility
requirements allowed
for BYOD usage?

[EIMOS-02.1[alRR[E]E

MO
S-0
9.1

Do you maintain an
inventory of all
mobile devices
storing and accessing
company data which
includes device status
(e.g., operating
system and patch
levels, lost or
decommissioned,
device assignee)?

BIMOS-02.1|13&E/E
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Do you have a
centralized mobile
device management
solution deployed to
all mobile devices
that are permitted to
store, transmit, or
process company
data?

[EIMOS-02.1[alk[E]E

Does your mobile
device policy require
the use of encryption
for either the entire
device or for data
identified as sensitive
enforceable through
technology controls
for all mobile
devices?

EIMOS-02.1\58x[E1E

Does your mobile
device policy prohibit
the circumvention of
built-in security
controls on mobile
devices (e.g.,
jailbreaking or
rooting)?

[EIMOS-02.1[a) X [E]|E

Do you have
detective and
preventative controls
on the device or via a
centralized device
management system
which prohibit the
circumvention of
built-in security
controls?

EIMOS-02.1|138E/E

Does your BYOD
policy clearly define
the expectation of
privacy, requirements
for litigation, e-
discovery, and legal
holds?

[EIMOS-02.1[a)RR[E]E

MA4RRAS 01 (2020-09-30)
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Does the BYOD
policy clearly state
the expectations over
the loss of non-
company data in
case a wipe of the
device is required?

[EIMOS-02.1[a)k[E]E

Do you require and
enforce via technical
controls an
automatic lockout
screen for BYOD and
company owned
devices?

EIMOS-02.1\58x[E1E

Do you manage all
changes to mobile
device operating
systems, patch levels,
and applications via
your company's
change management
processes?

EIMOS-02.1\138x[E)1E

Do you have
password policies for
enterprise issued
mobile devices
and/or BYOD mobile
devices?

[EIMOS-02.1[alR&R[E]E

Are your password
policies enforced
through technical
controls (i.e. MDM)?

BIMOS-02.1|13&EE

Do your password
policies prohibit the
changing of
authentication
requirements (i.e.
password/PIN length)
via a mobile device?

[EIMOS-02.1[alR&R[E]E

Do you have a policy
that requires BYOD
users to perform
backups of specified
corporate data?

[EIMOS-02.1[a)k[E]E
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Do you have a policy
that requires BYOD
users to prohibit the
usage of unapproved
application stores?

[EIMOS-02.1[a)k[e]E

Do you have a policy
that requires BYOD
users to use anti-
malware software
(where supported)?

EIMOS-02.1\158x[E1E

Does your IT provide
remote wipe or
corporate data wipe
for all company-
accepted BYOD
devices?

EIMOS-02.1\38x[E)1E

Does your IT provide
remote wipe or
corporate data wipe
for all company-
assigned mobile
devices?

[EIMOS-02.1[alR&R[E]E

Do your mobile
devices have the
latest available
security-related
patches installed
upon general release
by the device
manufacturer or
carrier?

EIMOS-02.1|1a)8E/E

Do your mobile
devices allow for
remote validation to
download the latest
security patches by
company IT
personnel?

BIMOS-02.1[al8k[E1E

MO
S-2
0.1

Does your BYOD
policy clarify the
systems and servers
allowed for use or
access on the BYOD-
enabled device?

[EIMOS-02.1[a)i[a]|E
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MO
S-2
0.2

Does your BYOD
policy specify the
user roles that are
allowed access via a
BYOD-enabled
device?

[EIMOS-02.1[alk[E]E

3.14 SEF 2= EHE1E, BFAMS=EUIE

?JE —H G EIF=3 KR =RIER,
= 2| &%
&
F
SEF- | Do you maintain X TRIEISO2700 1R ERIESR, HATET
01.1 | liaisons and points of BTEASTULNME. REFAESHA
contact with local L. WHSEMNEETRERRFF
authorities in BB, AREEIT B
accordance with NUFR9ISIERDIAIE, LAARTS
contracts and ISO2700TIA\IEFRAEE o
appropriate
regulations?
SEF- | Do you have a X RN EHRDNIZRF . THRIFER
02.1 | documented security ZIRIEISO27001FREFIER . HEh=
incident response B3I =i HAIRIGIEFRDAILE,
plan? LAFRAFE1S02700 L AIEAR I o
SEF- | Do you integrate X EHRRHET BANEZES RN
02.2 | customized tenant XINimiE, BiEmAEX A RRVERS
requirements into X5 MEIRE. SIMATHHFHIER
your security incident Bo
response plans? EPREHRBRETHEERNE
IR o
SEF- | Do you publish a X IR T (EAREBAR
02.3 | roles and B, BEPNBEATTERTLSE
responsibilities EHAYELN, EFLEHHLENE
document specifying At ZiBFNaT e, A=
what you vs. your BERENZEATEEEKR. BEF
tenants are HERAERIEFN 724/ T &
responsible for EEHIRNFAIR S NIRZEER
during security RIRHRNXT . LARFERPRER
incidents? . EER. RREESHERKE
MZEEHNEN . [, RiER
SEHTEN . ERNEERFTSEMG
fééj&;ffj_'\)ﬁL‘i&ﬂl’ﬂ]ﬂﬁﬂﬁ%ﬂﬁﬁﬁ&ﬁ?ﬂﬁ%
23K,
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SEF-
024

Have you tested your
security incident
response plans in the
last year?

RIS E—E T RAESZ
SELHHT TERIRS, LItk
RS o

SEF-
03.1

Are workforce
personnel and
external business
relationships
adequately informed
of their responsibility,
and, if required,
consent and/or
contractually
required to report all
information security
events in a timely
manner?

HERHREINERREEHIEIER
12, PHSHAERE, LhixEd
RAF—FRNEEHITES . Fid
MEZENREB LB 2 RAEMES
ZEWFIER, RERTIMNELE
BiR. RTHEEMBRLZEFIES,
RHETAEIS ISR BRI
BEXK, MTEMIMNIMEIAR, £
AEEEHBEREMNFHITTER
Z2iEl, EHhEEEREEEMHR

HElE.

SEF-
03.2

Do you have
predefined
communication
channels for
workforce personnel
and external business
partners to report
incidents in a timely
manner adhering to
applicable legal,
statutory, or
regulatory
compliance
obligations?

EHRZEEMRREZEASUNIFE
RIRRE , BAIEPRRINZ2IRE
HE, MEFPRIRZEREREHE
o

SEF-
04.1

Does your incident
response plan comply
with industry
standards for legally
admissible chain-of-
custody management
processes and
controls?

HHEKIEISO27001., 1SO270174
FRERNER, @7 TSN
RINRIE, FeiidLeE it
YNEEFIRERI XIS EHT
DERE,

SEF-
04.2

Does your incident
response capability
include the use of
legally admissible
forensic data
collection and
analysis techniques?

HRARIEISO27001 . 1SO27017%
FRERNER, B 7 ReEHInNLT
RIE, FEiiZ St
NEEFIRERAM XIS EHRTT
PSS,
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SEF- | Are you capable of I KIEISO27001., 1SO27017%
04.3 | supporting litigation FRERIER, BN 7RSI
holds (freeze of data RE, FeiidgeEHmait
from a specific point X EEFRERIN XS IEHT
in time) for a specific PEEE,
tenant without
freezing other tenant
data?
SEF- | Do you enforce and R ZEKIEISO27001, 1SO27017%%
04.4 | attest to tenant data FRERIESK, B 7 REHH IR
separation when XN, HENZES Rt
producing data in XEEFREREX ST
response to legal sERE,
subpoenas?
SEF- | Do you monitor and FLRREL TEHEETES, BFic
05.1 | quantify the types, FRIRERFTENEE LSS
volumes, and impacts B. WEBRSESL, WEHLER
on all information HEIEI T .
security incidents?
SEF- | Will you share KRN =IRSBIRRVERSIAR,
05.2 | statistical BEASSHEPHITRESHEIERN
information for H=,
security incident data CHTIEMEENR LRSS, 8
with your tenants FIRIBASSERHTERER, &
upon request? B2 RS R TR R S
IR EHIRKE

3.15 STA izt ETE, FERSAHIT

w" | —EEEE [E1Z P =AIERN
= a | =
E | A

3 i A

EREMRZS B IRMBX NI
EHEPEM NS asEHASR, BIANTE
X5 S REKFEIEEFME,

STA | Do you inspect and X
-01. | account for data
1 quality errors and

associated risks, and
work with your cloud
supply-chain partners
to correct them?

ERNCAHIENRESEESIRXS
B, FEUSR (LAEE
ZEAKRH) .
ERRAEIEPHIRSHIERNRS
HiTiaE, EREERSHEIRE
RFNEFI, EREASHIENRS
LAR B SRR E T HRAIXE o
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STA
-01.
2

Do you design and
implement controls
to mitigate and
contain data security
risks through proper
separation of duties,
role-based access,
and least-privileged
access for all
personnel within
your supply chain?

EHRHETHNBEEEEEKR,
EHIHNEHITEE, RIEHES
HEENTZEMRAMTE,

STA
-02.

Do you make security
incident information
available to all
affected customers
and providers
periodically through
electronic methods
(e.g., portals)?

LRRFIE T TBREHMINT
WEFE, SMALZESHR, £X
ZRENAREHLEE, FENTE
WuhRER. BFEEELS RS
ZRMNEFIREHEZEEMHER

STA
-03.

Do you collect
capacity and use
data for all relevant
components of your
cloud service
offering?

LR ERRSHBHEERERIL
BEFENREIEE, FHMERXLEE
BHRIRSFHITH . TR

STA
-03.

Do you provide
tenants with capacity
planning and use
reports?

ERPTESWEEN=EWRSH
R, SECHEREE=RRETIK
SRS ZIFNEERERS, UK
BEF AT RELRRAMA RN
ERnES=EERSBITHES
RS B2, REHEFERBER. =
RS T 1FEIEOpenAPl, SDK.
AgentA R LIRBEN SR, MAZE
ERAENEF,

STA
-04.

Do you perform
annual internal
assessments of
conformance and
effectiveness of your
policies, procedures,
and supporting
measures and
metrics?

HLHREEEINHFITHANEERTE SR
B . MIENECERERIBIRIITa
EMME. Lo, MIIE=T51FENL
MR AR (RIUE, IXET(H RE T
HITESRLZ TSR IE SR
& (fHIENSOC. ISOkRitE. PCIDSSEH
it) RHMHEEMNEZENZEM. =
B VISR, Mg XS
BERS/AEH TR,
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STA
-05.
1

Do you select and
monitor outsourced
providers in
compliance with laws
in the country where
the data is processed,
stored, and
transmitted?

e N EEEM B SR

R, BIEREITRARINFELN
BRE]ERIERITEREIE MR
XEF = BARRIERING B M SSHIFF

att.

STA
-05.

Do you select and
monitor outsourced
providers to ensure
that they are in
compliance with
applicable
legislation?

=y S Pt c AVAL V=i =2 JIE Y=y

&, BUSEZTRANRBRAEUN
BRI ERERIT GRS
X BARRERINEE NSRS

atto

STA
-05.

Does legal counsel
review all third-party
agreements?

EHRTEHNEEITHISRIFREY
SHARTHERE, SENIRETHLE
A=ESBINREHRE.

STA
-05.

Do third-party
agreements include
provision for the
security and
protection of
information and
assets?

HNEALZEMRMERLSEEEE
RIEREMNT . SE=75RIS5XIE
ARASTEEMNE=XR, &
ERFRIPERENERIAX N
EFENE.

STA
-05.

Do you have the
capability to recover
data for a specific
customer in the case
of a failure or data
loss?

EHRTREPREM T ZRSZHZEHR
5, HPALBEIZRSEaIRS 2=
THREREZLE—HIEAELSEH,

FHHEBANRE . ABIRMIBR. 2R
?ﬂﬁ;ﬁ% =, TBHEREIEESSE

STA
-05.

Do you have the
capability to restrict
the storage of
customer data to
specific countries or
geographic locations?

EFPARIGEASEIRFEIEKi
BUENTRAK . LARASERE
M= FRIER T NEERI X
FRIAE, BRIFERETIEFRTEA
SEARRIEK

STA
-05.

Can you provide the
physical location/
geography of storage
of a tenant’ s data
upon request?

ERPARIGEANSHIEEEIE A
BUENTAK, JRXAZFER
IREPTAERIEZR R o

STA
-05.

Can you provide the
physical location/
geography of storage
of a tenant's data in
advance?

ERPARIGERNSHIEEEIE A
BUENATAK, JRXAZFER
IREPTAERIEZ R o
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STA
-05.
9

Do you allow tenants
to define acceptable
geographical
locations for data
routing or resource
instantiation?

EFRARIGERSHIRFEIE KD
BMERTRAX.

STA
-05.
10

Are systems in place
to monitor for
privacy breaches and
notify tenants
expeditiously if a
privacy event may
have impacted their
data?

HRTEY T NI ELEHHRIIN
REAZ, FFERIRHEEMIRNE. MWL
B TiE, RIS A BERYMI4RIN
&, BRHEHESARE. TE
AU SHEBKX, SREHETE
=4, BEAREENEF AT

WERR T,

STA
-05.
11

Do you allow tenants
to opt out of having
their data/metadata
accessed via
inspection
technologies?

R RFEBIRNZ IS TF TR
ROBIRILARIERET EIKE,

STA
-05.
12

Do you provide the
client with a list and
copies of all
subprocessing
agreements and keep
this updated?

N EERAER R AR R
HNEIA .

STA
-06.

Do you review the
risk management
and governance
processes of partners
to account for risks
inherited from other
members of that
partner's supply
chain?

EHRFIETHNBRZEEEER,
ERMNERITEE, RIEEES
HFEENTZEMEIMRE, HER
BEENABEIEERRE

STA
-07.

Are policies and
procedures
established, and
supporting business
processes and
technical measures
implemented, for
maintaining
complete, accurate,
and relevant
agreements (e.g.,
SLAs) between
providers and
customers (tenants)?

=y S Pt e AVAE V=i == IS =g

&, BESREITRARINAELN
BRETGRIERITEREIE MR
AR ERRNERNER M SHIFF

&t
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STA | Do you have the X 1@9%65_41 ERV s R AN I EHA
-07. | ability to measure ? BTSRRI RERAELAR
2 and address non- \_\LLTFEI’JZEHHLHE;EEiﬂ 1]
conformance of XJ““?JKEWE’JE?*D%HM BOTF
provisions and/or (=)
terms across the HEHIRESENESEAN S RIA%
entire supply chain o TEE
(upstream/
downstream)?
STA | Can you manage X FLRREREENESEIEERER,
-07. | service-level conflicts ERENEHRER RS RAIE
3 or inconsistencies K, FENEEERHTEE.
resulting from
disparate supplier
relationships?
STA | Do you provide X FEAREEMAZFIRHESLAINYAY
-07. | tenants with ongoing AE, BEROEREAIERSERD
4 visibility and WHIANESER.
reporting of your
operational Service
Level Agreement
(SLA) performance?
STA | Do you make X AT NEFPREREERS . A
-07. | standards-based IEHETEAOM, KA Tiﬁ'éé:IEAPMU\
5 information security HEEFIFEREE S TIRMAIRSS
metrics (CSA, CAMM, AR ISR, ZIFBIZOpenAPI,
etc.) available to SDK. Agent/ Tt EiIRBEXISHR,
your tenants? AEEERINBNER,
STA | Do you provide X RN EFREN AT EIE
-07. | customers with APM. N HEHEEAOMBESS
6 ongoir)g visibility and APMETSCAT s a8\l R M AY
reporting of your SLA AMIENEIRS, AOMEEENYE
performance? k. EEARRITREBNE Hiak
¥a, LlElu_.\\ 18fR. S4ArzUsERY
At EELﬁ'\ EEHIE, NEFRMH=
iR MK, P, ExWsE
%ﬁﬂ%ﬂ’\]?ﬁlﬁﬂ"@éﬁ?ﬁﬁ o
STA | Do your data X | Wa@E5EARRS TR
-07. | management policies
7 and procedures
address tenant and
service level conflicts
of interests?
STA | Do you review all X LR IESENERFEXISLAHTT
-07. | service level B, HainASLABZIHIRS S
8 agreements at least /S W
annually?
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STA | Do you assure X FRTFIETHNEFLZEEEEK,
-08. | reasonable HEE=HHI8FH#1TISO 27001
1 information security HER, MHNESEEERETH
across your B, EAWEMRNERITRS, &
information supply IFHRB RN LZEMIETANR
chain by performing 1o
an annual review?
STA | Does your annual X FLRTHIETHNEFLZEEEREK,
-08. | review include all HEE=HHI8FH#1TISO 27001
2 partners/third-party HER, YHNEERERETE
providers upon which B, LHARWEMNEREITRS, 18
your information IEH R RSN LE SRR
supply chain o
depends?
STA | Do you mandate X FLRTHIETHNEFLZEEEEK,
-09. | annual information HEE=HHI8F#H1TISO 27001
1 security reviews and HER, WUENESEIRERHITEH
audits of your third B, FFHERNERITRS, 1
party providers to IEH R RSN LE SRR
ensure that all 1o
agreed upon security
requirements are
met?
STA | Do you have external | X LI BFEEHSBLERELARIND
-09. | third party services BE—EZREMNE=AHITNEN=
2 conduct vulnerability BEFFEMRS. NA. MEHRHITRIE
scans and periodic 3E . ABEFRBINIE=AXI4E
penetration tests on A=A, MEHFTEE
your applications and
networks?
3.16 TVM Eif}. ABSStEETE
& | BTG EIE=3 P =RIE R
=

fl

3 fa A

MA4RRAS 01 (2020-09-30)

WRIERE © HERRARBIRAT

70



#5797 CSA CCM &#141588 ( CSA CAIQ v3.1)

3 %97 CSA CAIQ =

TV
M-0
1.1

Do you have anti-
malware programs
that support or
connect to your
cloud service
offerings installed on
all of your IT
infrastructure
network and systems
components?

HLARFRBIDAITENIEEZER
EEENZEMBIPRY, (NAAREE
IBEREY IRV . STFITEMEK
;;E EHENIEIZIDS/IPSE S TR

TV
M-0
1.2

Do you ensure that
security threat
detection systems
using signatures, lists,
or behavioral
patterns are updated
across all
infrastructure
components as
prescribed by
industry best
practices?

EREIERDATENIRLZER
EHEENR PG, Bitikhed
HLERBURESLERME, FIRE
ZERHRIEE SRR HE
KIBHIEH

1A%
M-0
2.1

Do you conduct
network-layer
vulnerability scans
regularly as
prescribed by
industry best
practices?

5PCl DSSTRERIBX ZRIRIT—
¥, LHEEEHBOARNBSE
= THENNE D BB T A RIFR
BRIES. NA. MEHTRES
i, AEEFEBEIMNIE=X%EN
ZRINA . MEHTEE .

TV
M-0
2.2

Do you conduct
application-layer
vulnerability scans
regularly as
prescribed by
industry best
practices?

5PCl DSSTRERIRXZRIRIT—
¥, LH=EZEHBOARNBSE
= THENE D BB T A =RIFR
BRES. NA. MEHTRIES
i, AEFFEBEIMNIE=X%EN
ZRINA . MEEHTEEN .

TV
M-0
2.3

Do you conduct local
operating system-
layer vulnerability
scans regularly as
prescribed by
industry best
practices?

5PCl DSStRAERIEXERIFIF—
H, EH=BZEHSHLRAISSE
=HIFHETAE D BT A =AY
BHES. MA. MEHTREE
. HEEFEBEINEPE=XEN
=HIR A . MEHITEENL .

TV
M-0
24

Will you make the
results of
vulnerability scans
available to tenants
at their request?

LR ETIRHEREIAEIER,
IEEERA R RS .
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TV
M-0
25

Do you have a
capability to patch
vulnerabilities across
all of your computing
devices, applications,
and systems?

MTFRERINZEREES, ©5H
B NREHTIHMED, HE
ELmEEE 5 e AEHEE, F
HEERESBEREITINIE, 54
IREEIAXBLISEHIR SRR .

TV
M-0
2.6

Do you inform
customers (tenant)
of policies and
procedures and
identified weaknesses
if customer (tenant)
data is used as part
the service and/or
customer (tenant)
has some shared
responsibility over
implementation of
control?

LR AMEREPRIRSEIEFIIR
SH—EBD . SENTRIMFETRE
FIEFPRNEEIELZ 2RYREZED
ZEEMHE, RETSEFREENS
EIRRIRE, BRIEFHENEIR.

TV
M-0
3.1

Is mobile code
authorized before its
installation and use,
and the code
configuration
checked, to ensure
that the authorized
mobile code operates
according to a clearly
defined security
policy?

ERTIENDATEINIRLZER
SHEENIRENMY, (NALIREEE
BEFIRAYIRMG, A FFETRN
ﬁgo

TV
M-0
32

Is all unauthorized
mobile code
prevented from
executing?

EREIERNDARTENIRLZER
SRR 2N, (NALILEISE
BAFFIRRYRMGE, A FFETRN
ﬁg.]o
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LHRIMEFIFEELARE “UBFPAPL” BINER, FRIREITERZEX
B, MEATHETEREEEEAR, NAVREBEBAEERRZEFRFEAR, B
BBV ESFRAELZ2EFHIINARCESE, MOTRIPEFIHERERZ S

RS, FEEIE NS B mSRNARRIMERER B RIEELZERA, £
fK%ﬁﬂ?i%ﬁF%ﬁE{%F@ﬁﬁﬁﬁ’\JIE\ RSB ER, IFEFREAMRRIFES, &
X o

AARBNHEFENSE, FESEHOUEFRIODTAIEREN, BMEAEEUE
PEZ‘:J:Ei%—iEé%EEW‘E}Eo ERNRBEFHEE R SHEEER, BRESH
MRS o
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